UNIT 1. PROBLEMS WITH COMPUTERS

Warming up
Ex.1. Discussion.

What are possible problems with computers?
Brainstorm different computer problems in small groups and make up a list of all possible computer
problems. Discuss them in the class.

Mainstream

Ex.2. Learning facts.

1. Read the texts

Bug
In computer technology, a bug is a coding error in a computer program. (Here we consider a

program to also include the microcode that is manufactured into a microprocessor.) The process of
finding bugs before program users do is called debugging. Debugging starts after the code is first
written and continues in successive stages as code is combined with other units of programming to
form a software product, such as an operating system or an application. After a product is
released or during public beta testing, bugs are still apt to be discovered. When this occurs, users
have to either find a way to avoid using the "buggy" code or get a patch from the originators of
the code.

Although bugs typically just cause annoying computer glitches, their impact can be much more
serious. A Wired News article about the 10 worst software bugs in history, reported that bugs had
caused major explosions, crippled space probes, and caused death. In 1982, for example a system
controlling the trans-Siberian gas pipeline (allegedly implanted by the CIA) caused the largest non-
nuclear explosion in history. Between 1985 and 1987, a bug in a radiation therapy device called a
race condition resulted in the delivery of lethal doses of radiation, killing five people and injuring
others. More recently, in 2005, Toyota recalled 160,000 cars (the Prius) because a bug caused
warning lights to come on and engines to stall for no reason.

A bug is not the only kind of problem a program can have. A program can run bug-free and
still be difficult to use or fail in some major objective. This kind of flaw is more difficult to test
for (and often simply isn't). It is generally agreed that a well-designed program developed using a
well-controlled process will result in fewer bugs per thousands of lines of code.

The term's origin has been wrongly attributed to the pioneer programmer, Grace Hopper. In
1944, Hopper, a young Naval Reserve officer, went to work on the Mark I computer at Harvard,
becoming one of the first people to write programs for it. As Admiral Hopper, she later described
an incident in which a technician is said to have pulled an actual bug (a moth, in fact) from between
two electrical relays in the Mark IT computer. In his book, The New Hacker's Dictionary, Eric
Raymond reports that the moth was displayed for many years by the Navy and is now the property
of the Smithsonian. Raymond also notes that Admiral Hopper was already aware of the term when
she told the moth story. The term was used prior Yo modern computers to mean an industrial or
electrical defect.

Less frequently, the term is applied to a computer hardware problem.



Glitch

In several usages in information technology, a glitch (pronounced GLIHTCH) is a sudden break
in function or continuity, sometimes of a transient nature, with a varying degree of seriousness.
According to Eric Raymond, author of The New Hacker's Dictionary, glitch is from the German
‘glitschen,' meaning 'to slip," via Yiddish 'glitshen,' meaning 'to slide or skid." In different
contexts, the term has different meanings.

1) In electrical service, a glitch, sometimes called a power glitch, is a momentary power
failure.

2) In network service, a glitch can be any temporary loss of service in the network.

3) In a computer program, a glitch can be a bug that isn't encountered very often, resulting in
a problem that sometimes goes away because next time the combination of events is different.
Glitches like this are often encountered with Web browsers. (Browser glitches are often fixed by
closing the browser program and then reopening it, or by restarting the operating system.) A glitch
can also be an intentionally planned trap or other program device that results in exposing a user's
password or in some other security breach.

4) In computer audio, a glitch is a quick femporary noise in a file that sounds like a "snap."

2. Answer the following questions paying special attention to the terms like bugs, flaws and
glitches.
1. What is a bug? What do bugs cause?
How is the process of finding bugs called? And when is it normally started?
What are the steps that common users can take to solve that problem?
What other program problems can you name?

What do glitches cause? Can we call a glitch a serious problem?

A

Do you know anything about these terms’ origin?

Ex. 3. Grammar and vocabulary.

1. Read the first paragraph of the text and fill in the gaps with the terms given in the box.

| device  engineering exist imply isolate locating]

In computers, debugging is the process of (1) ... and fixing or bypassing bugs (errors) in computer
program code or the (2) ...of a hardware device. To debug a program or hardware (3) ...is to start with a
problem, (4) ...the source of the problem, and then fix it. A user of a program that does not know how to
fix the problem may learn enough about the problem to be able to avoid it until it is permanently fixed.
When someone says they've debugged a program or "worked the bugs out" of a program, they (5) ...that
they fixed it so that the bugs no longer (6) ....

2. Insert articles in the second part of the text.

... debugging is ... necessary process in almost any new software or hardware development process,

whether ... commercial product or ... enterprise or personal application program. For ... complex
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products, ... debugging is done as ... result of ... unit test for ... smallest unit of ... system, again at ...
component test when ... parts are brought together, again at ... system test when ... product is used with
... other existing products, and again during ... customer beta test, when ... users try ... product out in ...
real world situation. Because ... most computer programs and many programmed hardware devices
contain ...thousands of ... lines of code, almost any new product is likely to contain a few bugs.
Invariably, ... bugs in ... functions that get ... most use are found and fixed first. ... early version of ...
program that has lots of bugs is referred to as "buggy."

... debugging tools (called debuggers) help identify ... coding errors at ... various development stages.
Some programming language packages include ... facility for checking ... code for ... errors as it is being

written.

Ex. 4. Discussion.

What can cause all the above-mentioned problems?
Make up a list of all possible causes of the problems in small groups and discuss them in class.

Ex. 5. Summarizing.

There are different troubles with computers. Some may be caused by force majeure, others by accident,
third by ill will. Put the computer disasters into these categories and explain your answer.

Ex. 6. Listening.

At the level of enterprises most computer problems are dealt with by the IT service desk. However, the
latter is in a great position to help outline the company policy and reveal hidden problems.

Listen to a part of the talk concerning this issue and answer the following questions.

How can a business become more effective with the help of the IT service desk?
Why don’t IT specialists usually play a more active role in managing the business?
What example of such participation is given by the presenter?

W N =

What problems do small IT service desks often experience?



UNIT 2. COMPUTER EXPLOITS

Warming up
Ex.1. Discuss.

What do you call any software attack on a computer? Is it always malicious?

Mainstream

Ex.2. Learning facts.

Exploit

In computing, an exploit is an attack on a computer system, especially one that takes
advantage of a particular vulnerability that the system offers to intruders. Used as a verb, the
term refers to the act of successfully making such an attack.

Many crackers (or hackers, if you prefer that ferm) take pride in keeping tabs of such
exploits and post their exploits (and discovered vulnerabilities) on a Web site to share with others.

Where an exploit takes advantage of a weakness in an operating system or vended application
program, the owners of the system or application issue a "fix" or patch in response. Users of the
system or application are responsible for obtaining the patch, which can usually be downloaded
from the Web. Failure to install a patch for a given problem exposes the user to a security breach.
(However, it can be difficult to keep up with all the required patches.)

Ex. 3. Grammar and vocabulary.

1. Read the first paragraph of the text and fill in the gaps with the terms given in the box. You
should use some of them more than once.

lexploit exploitation fix notify  vulnerability|

Zero-day exploit

a) A zero-day exploit is one that takes advantage of a security (1) ... on the same day that the (1) ...
becomes generally known. Ordinarily, after someone detects that a software program contains a potential
exposure to (2) ... by a hacker, that person or company can (3) ... the software company and sometimes
the world at large so that action can be taken to repair the exposure or defend against its (2) ... . Given
time, the software company can repair and distribute a (4) ... to users. Even if potential hackers also learn
of the (1), it may take them some time to (5) ... it; meanwhile, the (4) ... can hopefully become
available first.

2. Insert prepositions in the second paragraph of the text.

b) ... experience, however, hackers are becoming faster ... exploiting a vulnerability and sometimes
a hacker may be the first to discover the vulnerability. In these situations, the vulnerability and the exploit
may become apparent ... the same day. ... the vulnerability isn't known ... advance, there is no way to

guard ... the exploit before it happens. Companies exposed ... such exploits can, however, institute
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procedures ... early detection of an exploit. A study released by Symantec ... early 2004 found that
although the number ... vulnerabilities discovered was ... the same in 2003 as in 2002, the time ... the
vulnerability and exploits based ... it had narrowed. According to the infoAnarchy wiki, "14-day" groups
and "7-day" groups carry out an exploit ... 14 or 7 days of a product's market release. Conducting a zero-
day exploit establishes crackers as members of the elite, because they must have covert industry

connections to gain the inside information needed to carry out the attack.

Ex. 4. Learn and compare.

1. What prefixes can be used with —ware to describe applications which intend to cause some harm?
2. What is the difference between them?

Ex. 5. Discussion.

1. What have you heard about any of these:
- PUP,
- drive-by download,
- pop-up download,
- cookie,
- data collecting programs,
- barnacle?
2. What steps can a user take to protect himself against all those in your opinion?

Ex.6 Reading.

1. What is spyware?
How can it get in a computer?
What are data collecting programs?

Can we call data collecting programs spyware? Why?

A

What is adware? What is the correlation between adware and spyware?

Malware

Malware (for "malicious software") is any program or file that is harmful to a computer user.
Thus, malware includes computer viruses, worms, Trojan horses, and also spyware, programming
that gathers information about a computer user without permission.

Adware
1) Generically, adware (spelled all lower case) is any software application in which advertising
banners are displayed while the program is running. The authors of these applications include
additional code that delivers the ads, which can be viewed through pop-up windows or through a
bar that appears on a computer screen. The justification for adware is that it helps recover
programming development cost and helps to hold down the cost for the user.



Adware has been criticized because it usually includes code that tracks a user's personal
information and passes it on to third parties, without the user's authorization or knowledge. This
practice has been dubbed spyware and has prompted an outcry from computer security and privacy
advocates, including the Electronic Privacy Information Center.

Noted privacy software expert Steve Gibson of Gibson Research explains: "Spyware is any
software (that) employs a user's Internhet connection in the background (the so-called
'backchannel’) without their knowledge or explicit permission. Silent background use of an
Internet 'backchannel’ connection must be preceded by a complete and truthful disclosure of
proposed backchannel usage, followed by the receipt of explicit, informed consent for such use.
Any software communicating across the Internet absent of these elements is guilty of information
theft and is properly and rightfully termed: Spyware."

A number of software applications, including Ad-Aware and OptOut (by Gibson's company),
are available as freeware to help computer users search for and remove suspected spyware
programs.

2) AdWare is also a registered trademark that belongs to AdWare Systems, Inc. AdWare
Systems builds accounting and media buying systems for the advertising industry and has no
connection to pop-up advertising, spyware, or other invasive forms of online advertising.

PUP

A PUP (potentially unwanted program) is a program that may be unwanted, despite the
possibility that users consented to download it. PUPs include spyware, adware, and dialers, and are
often downloaded in conjunction with a program that the user wants.

The term was created by McAfee, the Internet Security company, because marketing firms
objected to having their products called "spyware": in the view of such firms, all the information
necessary for informed consent is included in the download agreement. It is widely recognized,
however, that many if not most users fail to read a download agreement in sufficient detail to
understand exactly what they are downloading.

McAfee differentiates PUPs from other types of malware, such as viruses, Trojans, and
worms, which can be safely assumed to be unwanted by the user.

Drive-by download

A drive-by download is a program that is automatically downloaded to your computer, often
without your consent or even your knowledge. Unlike a pop-up download, which asks for assent
(albeit in a calculated manner likely to lead to a "yes"), a drive-by download is carried out invisibly
to the user: it can be initiated by simply visiting a Web site or viewing an HTML e-mail message.
Frequently, a drive-by download is installed along with another application. For example, a file
sharing program might include downloads for a spyware program that tracks and reports user
information for targeted marketing purposes, and an adware program that generates pop-up
advertisements using that information. If your computer's security settings are lax, it may be
possible for drive-by downloads to occur without any action on your part.

Xupiter, an Internet Explorer toolbar program, is frequently installed as a drive-by download.
The program is said to replace the user's home page, change browser settings, and use redirection
to take all searches to the Xupiter Web site. In some versions, the program initiates drive-by
downloads of other programs. Furthermore, although it comes with an uninstall utility, Xupiter is
said to be next to impossible for the average computer user to remove.

There are some arguments to be made in favor of drive-by downloads, particularly for
downloads of patches or service packs that address security flaws. If these were automatically
installed, instead of depending on the diligence of server administrators, computers and the
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Internet in general might be safer from malicious programming such as viruses and worms. In
January 2003, a worm called the SQL Slammer exploited a known buffer overflow vulnerability in
Microsoft SQL 2000 server systems fo cause widespread Internet outages. The attack was
launched precisely six months after Microsoft released a patch for the flaw. If the patch had
been installed to vulnerable systems, the attack would have had little impact.

However, although drive-by downloads for patches might address specific security flaws, they
might also conflict with existing system configurations, and thus create more problems than they
solve.

Pop-up download

A pop-up download (sometimes called a download pop-up) is a pop-up window that asks the
user to download a program to their computer's hard drive. The window may feature a security
warning, or some other type of message that is likely to lead to compliance. Often, the pop-up
window has no information about the program to be downloaded, and may feature buttons for
"download," "yes," or "ok" -- but none for "no" or "cancel." Faced with a pop-up download window,
the user may think that the download in question is just a browser plug-in application needed for
aspects of a Web site they're visiting, or that the pop-up window was generated by their own
computer.

Pop-up downloads often install programs that track online behavior and report it back to a
parent company (spyware) and programs that use that information to generate specific pop-up
advertisements (adware). EarthLink, a popular Internet service provider (ISP) recently estimated
that 40 to 50 percent of their subscribers have such applications running on their computers,
usually without the owner's knowledge. Subscribers contacting the ISP to report a problem are
often surprised to find that these downloads are the cause.

A less scrupulous variation of automatic installation, called a drive-by download, installs a
program on a computer's hard drive without even first generating a pop-up window.

Barnacle

In a computer, a barnacle is unwanted programming, such as adware or spyware, that is
downloaded and installed along with a user-requested program. Barnacles usually fall under the
category of potentially unwanted programs (PUPs), a euphemistic term coined by McAfee to refer
to programs that a user installs unintentionally, perhaps having unknowingly consented to their
download.

The term derives from the name of a crustacean that attaches itself to whales and boats,
among other things. Like its marine counterpart, the computer barnacle can be difficult to
eradicate. According to PC Mechanic, barnacles often use confusing uninstall wizards. Another
tactic that a barnacle may use is to require the user to fill out an online form to uninstall. Because
the host system is quite likely to be clogged with spyware, there may not be sufficient resources
available to allow them to do so.

Computer barnacles, like other spyware, can seriously affect computer performance. Unlike
most spyware, however, they may also cause damage. Some barnacles interfere with the Winsock
code that handles input/output requests for Internet applications in Windows operating systems.
Winsock runs between a program (such as a browser) and the program that uses TCP/IP. Removal
of this type of barnacle may corrupt Internet protocols and degrade network performance, in

which case the user must reinstall the TCP/IP stack.
The term barnacle is closely related to drive-by download, which is programming downloaded without user consent
and often without the user's knowledge that any download has occurred.



Cookie

A cookie is information that a Web site puts on your hard disk so that it can remember
something about you at a later time. (More technically, it is information for future use that is
stored by the server on the client side of a client/server communication.) Typically, a cookie
records your preferences when using a particular site. Using the Web's Hypertext Transfer
Protocol (HTTP), each request for a Web page is independent of all other requests. For this
reason, the Web page server has no memory of what pages it has sent to a user previously or
anything about your previous visits. A cookie is a mechanism that allows the server to store its own
information about a user on the user's own computer. You can view the cookies that have been
stored on your hard disk (although the content stored in each cookie may not make much sense to
you). The location of the cookies depends on the browser. Internet Explorer stores each cookie as
a separate file under a Windows subdirectory. Netscape stores all cookies in a single cookies.txt
fle. Opera stores them in a single cookies.dat file.

Cookies are commonly used to rotate the banner ads that a site sends so that it doesn't keep
sending the same ad as it sends you a succession of requested pages. They can also be used to
customize pages for you based on your browser type or other information you may have provided
the Web site. Web users must agree to let cookies be saved for them, but, in general, it helps
Web sites to serve users better.

Spyware

Spyware is any technology that aids in gathering information about a person or organization
without their knowledge. On the Internet (where it is sometimes called a spybot or tracking
software), spyware is programming that is put in someone's computer to secretly gather
information about the user and relay it to advertisers or other interested parties. Spyware can
get in a computer as a software virus or as the result of installing a new program.

Data collecting programs that are installed with the user's knowledge are not, properly
speaking, spyware, if the user fully understands what data is being collected and with whom it is
being shared. However, spyware is often installed without the user's consent, as a drive-by
download, or as the result of clicking some option in a deceptive pop-up window. Software designed
to serve advertising, known as adware, can usually be thought of as spyware as well because it
almost invariably includes components for tracking and reporting user information. However,
marketing firms object to having their products called "spyware." As a result, McAfee (the
Internet security company) and others now refer fo such applications as "potentially unwanted
programs" (PUP).

The cookie is a well-known mechanism for storing information about an Internet user on their
own computer. If a Web site stores information about you in a cookie that you don't know about,
the cookie can be considered a form of spyware. Spyware is part of an overall public concern about
privacy on the Internet.

Many Internet users were introduced to spyware in 1999, when a popular freeware game
called "EIf Bowling" came bundled with tracking software.

Ex. 7. Summarizing.

Arrange the following terms in a diagram, which would reveal correlation among them.
Malware, spyware, adware, PUP, drive-by download, pop-up download, cookie, data collecting
programs, barnacle.



Ex. 8. Listening.

Flash-based malware
Listen to the first part of the recording and explain what Flash-based malware is and how it operates.
As you listen again, fill in the blanks with phrases from the recording.

1. A number of legitimate sites have become unfortunate a) , specifically in the form of
Flash objects.

2. One of my favorites is a b) which claims a user's system is infected.

3. Many of the c) that have been analyzed either trigger on X number of clicks, or
function by a d)

4. ..it .. may also prove difficult for a feam trying to e) to perform a solid root-cause
analysis of the infection, which is a key of any incident-response plan.

5. To scan ads successfully, websites need to be able f) of known bad domains from
which to block ads.

6. Sometimes g) are used before malware is activated.

7. An attacker can take his malicious code and wrap it in a h) , like a Flash video.

8. Many users will install the application i) , perhaps believing it is required to view the
content.

Listen to the second part of the recording outlining the defense strategy.
Find English equivalents to the following word combinations:

npuberaTb K ycnyram Tpetbet CTOpOHBI
ybeauTbea

CcoobLWUTD

KaK AercTByeT BpeJOHOCHBIN KOA

MOXeT 6bITb HeAOCTATOUHBIM
03HAKOMUTBLCA C

rpynna no paccrefoBaHUHO NPOUCLIECTBUA
YUYUTBIBAA, UTO

. BO3MOXHOCTU

10. HeckONbKO CNOPHLIN

VO NOO A W=

Rendering
Pasrosopsbl yepe3 SKkype Jjierko moacaymarb?

[Tonynsapuas cioyx6a VolP-teneponnn Skype npeacrasiser coOoi JIETKyr0 MUIIIEHB JJISI XaKePOB
U OTKPBIBAET MYTh B KOPIIOPATUBHYIO CETh.

Tak yTBepkIar0T aBTOphI oT4eTa M3 Kommanuu Network Box, cnenmanusupyromeiicst Ha
yIpaBiseMbIX yciyrax 6ezomnacHocTd. [1o ux MueHHI0, SKype MOXKET JIeTKO B3JI0MaTh BpaXkaeOHO
HACTPOCHHBIN PAaOOTHUK, JKEIAIONUN YCTPOUTh MTOTANHOM X0/ B CETh CBOCH KOMITAaHHUH.
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B xopotkoMm oTtuere «Skype — apyr wim Bpar?» Network Box BeICKa3bIBaeT nmpeanoioxeHue,
KaK MMEHHO MOXeT ObITh B3JIOMaHa nporpamma. /i oOHapyskeHus Ja3eek Skype ucronb3yeT 3aKphIThIN
(bUpMEHHBII TPOTOKOJ, KOTOPHIN B CITydae B3JIOMa CTAHOBUTCS MICATbHON CUCTEMOM JIJIsl HApyIIEeHUs
3alIUThl KOMMYHUKALUH, TOJIEPKUBAEMBIX C €ro nmomolisio. Jlrobas BHeApeHHas 1a3eiika Oyaer
0CTaBaThCs HEBUIMMOM Ui cucTeM 0€30MacHOCTH KOMIIAHUH, a KOT'/1a OSIBUTCSI BO3MOXHOCTD €€
oOHapy>KeHHs, OyAET yXKe CIUIIKOM MO3IHO.

«be3omacHOCTh cucTeMbl SKype IETMKOM 3aBUCUT OT J0OpO BOJIM ITporpaMMucToOB Skype u
OpTraHM3aINy, dKCILTyaTupyromiei cepepsl Skype. He uckitoueHo, 4To B CHCTEME €CTh JIa3eHKH,
no3BoJIAIOIMKE SKype — WU APYruM — MOACIYIINBATH WK 3alHChIBATh Pa3rOBOPHI», — FOBOPUTCS B
oTyerTe.

Mauio Toro, uro Skype CKpbIBaeT CBOI IPOTOKOJI, OHA YCTAHOBMJIA ITUKJ HEMPEPBIBHBIX
0OHOBIIEHUH, KOTOPBIN 3aTpyaHseT Y(PPEeKTUBHBIN KOHTPONIb U yipasieHue. «IIporpamma Skype
croco0Ha OOHOBIIATHCS ABTOMATUYECKH MTPH KAXKIOM 3aITyCKe, TaK 4TO MapaMeTpbl 0€301acHOCTH BCer
CUCTEMBI MOYKHO U3MEHHUTH 0€3 yBeIOMIICHUS U Jjake 0e3 BCAKUX BUIAMMBIX U3MEHEHUH. B ciaydae
OIMOKH B IpOIlecce TAKOro OOHOBJICHHUS CHCTEMa MOXKET ObITh BBIBEJICHA U3 CTPOSI».

VYka3bIBast Ha CIIYYUBIIUNACS HA MPOILION HeleNe IBYX THEBHBIN MEPEPHIB B paboTe CIIYKOHI,
aBTOPBI OTYETA 3aKJIIOYAIOT, UTO JIaXKe KOMITAHUH, JKEJIAI0IINE NCII0JIb30BATh €€ B PE3EPBHOM PEXHUME,
JIOJI’KHBI CO3HABaTh CTETIEHb HEHA/IEKHOCTH ATON MPOrpaMMBI [0 CPAaBHEHHUIO C OCHOBAaHHBIMU Ha
cTangaprax cpeactBax cBsa3u VolP uepes VPN. OHu peKOMEHAYIOT TakkKe OCOOCHHO THIATEIbHO
MPOBEPATH MOUIMHHOCTh KOHTAKTOB SKype, Take eCIl OHU Ka)XyTCsl JISTUTUMHBIMU, HE IPUMEHSTH JIJIs
BX0J1a B SKype JTOTHH, HUCIIOJIb3yEeMBbIH JIJIS TOCTYIa B KaKHE-HUOY/b IPYTUE CHCTEMBI, U TIPEIYIPEAUTh
MOJIB30BaTENEH, YTOOBI OHM HE YKa3bIBAIH B CBOeM Ipoduiie Skype koMImanutio, B KOTOpoi paboTaroT.

ComHenus 1o nmoBoy 6e3omnacHocTH Skype yke BBICKa3bIBAIUCh, U HEKOTOPbIE CUUTAIOT, YTO
KOMIIAHUS TBITAETCS PELIUTh Ty MPOOJIeMy, BHITYCTUB OM3HEC-BEPCHIO MPOTpaMMbl, KOTOPYIO OyeT
IIPOIIEe KOHTPOJIUPOBATH U aIMUHUCTPUPOBATS.

SKkype 00BuHSIET B aBAPHU MAaCCOBYIO Iepe3arpy3Ky KOMIbITEPOB CBOUX KJIMEHTOB

[TocTaBmuk ycinyr uaTepHeT-Tenedonnn Skype cooOuuia B TOHEAETbHUK, YTO MPUYNHOMN
CJIyYMBIIETOCS Ha MPOILION Hesese IBYXIHEBHOTO Nepedost B paboTe i1y Obl CTall OJHOBPEMEHHBIN
nepe3amnyck KOMIbIOTEPOB OOJIBIIOTO YUCIIA €€ TOJIb30BaTeNeH.

MUUTMOHBI TIOJIH30BATENEH 3aTPY3UIIH PsIOBOE€ OOHOBIICHHE ITPOTPAMMHOT0 00ecTieueHHsI
Microsoft u mepe3arpy3uin CBOM MaIlIMHbBI, 9YTO IPUBEJIO K aBapUH BCEH OJTHOPAHTOBOM ceTu Skype.
«OHa 00na1aeT BCTPOSHHOM CITOCOOHOCTHIO K CAMOBOCCTaHOBJICHHIO, — TOBOpHTCS B Oore Skype, —
OJIHAKO 3TO COOBITHE HAIOXHUIIOCh HA HEU3BECTHYIO paHee OIIMOKY B IPOrPaMMHOM 00ECIICUEeHUH,
KOTOpasi moMelaa OpICTpoMy cpabaThIBaHUIO (YHKIIMK caMOBOccTaHOBJIeHUA. K coxanenuio, 3To
MPUBEIIO K HeAOCTYnHOCTU Skype /7151 OONBIINHCTBA MOJIb30BaTENel B TEUEHHUE MTOUTH IBYX JTHEH.
Komnanus npusHaeT, 4To HapylieHue paboThl CIyKObl ObLIO «OeCTIpereIEHTHBIM 110 CBOEMY
Macitady», HO B Ka4eCTBE ONPaB/IaHUs YTBEPKAAET, UTO «CerofHs oueHb Mano UT- unn
KOMMYHHKAIIHOHHBIX CETEeH MOTYT rapaHTUpOBaTh Oecriepe0oiiHyo paboTy».

B pesynbpTaTe BbIX0oaa ceTH u3 cTpos B ueTBepr 220 MitH KIMeHTOB Skype He cMoriin
NOJIb30BAThCS ICHIEBOM HHTEPHET-TelNe(pOoHNeH. AHATUTUKN yIUBIECHBI IPUBEICHHBIM OOBSICHEHUEM H
OTMEYAIOT, YTO OOHOBJIEHUE MMPOTPAMMHOI0 00eCIeYeHNsI — OTHOCUTENILHO MPUBBIYHAS OTepaus,
KOTOpasi OOBIYHO HE BHI3BIBAET MPOOIIEM, JIaXKe €CIIU €€ OJTHOBPEMEHHO BBITIOTIHSIOT 6 MITH YEJIOBEK, —
MMEHHO TaKO€ YHCJIO «aKTHUBHBIX» MOJIb30BaTENeH, M0 OIleHKaM KOMIIAaHUH, IPUCYTCTBYET B €€ CETH B
Kbl MOMEHT BpeMeHu. AHanutuk Gartner mo VolP Ctus bnang npennonaraer, 4To B JaHHOM cily4ae
pu 0OHOBJICHUH KOMITBIOTEPHI M0JIb30BaTeNel nepeaasaiu B Skype kakyo-To HH(OpMaInio, KOTopas
notpeboBaja JOMOJHUTENFHON 00pabaThIBaloIIeii MOIIHOCTH M HATpy3Uja CeTh CUJIbHEE, YeM OOBIYHO.

Skype, koTOopast BMECTO LIEHTPATU30BaHHOW KOMMYTAIIUK BHI30BOB HCIIOJIB3YET OJTHOPAHTOBYIO
TEXHOJIOTHUIO, YBEPSET, YTO OHA BHecha B cBoe I10 psin ycoBepuieHCTBOBAaHUH, TApaHTUPYIOIINX, YTO
BIIPE/Ib TIOJIb30BATENH OyAyT M30aBJICHBI OT MOJO00HOTO A (PeKTa «B MAIOBEPOSTHOM CITydae TMOBTOPEHUS
3TOH MOCIIe0BATENEHOCTH COOBITHIN.
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Kommanusi, kotopas 1Ba rojia Ha3aJl cTajia rmojapasjeicHueM eBay, mo3BoiseT moibp30BaTesiMm
KOMIIBIOTEPOB 3BOHUTH JPYT APYTyY OECIIaTHO, 2 a0OHEHTaM OOBIYHBIX TeNIe()OHOB — IO OTHOCHTEIHHO
HU3KUM Tapudam. MHOTHE TPEANPUITHS TOXKE HaYaIH MMOJIb30BATHCS ATON CITYKOO0H IS CHIDKEHUS
pPacxooB, CBS3aHHBIX C TMYHBIMH 3BOHKAMH COTPYIHUKOB U3 3aTPAaHUYHBIX KOMaHIHPOBOK.

MarHuTHBIE «JIAaBHHBI» YXyaAmarnT HAACKHOCTD KECTKHUX TUCKOB

YyeHble 0OHAPYKUITH, YTO «JIABHUHHBIEY» 3P (EKTHI BO BPAIIAIOIINXCS MATHUTHBIX MOJSX MOTYT
MPUBOJIUTH K IOTEPE JaHHBIX HA KECTKUX JUCKAX, — U pabOTalOT HaJl K3MEHEHHEM XUMHYECKOT0
COCTaBa MarHUTHOTO CJIOS, YTO JIOJDKHO MPUBECTH K MOSIBIICHUIO 00Jiee HAZIeKHBIX YCTPOUCTB.

JIBa ¢pusuka, npodeccop Kammdopuuiickoro ynusepcurera B Canta-Kpy3 Jxomrya Jloita u
corpyanuk Hitachi Global Storage Technologies Anapeac beprep, oOHapy>Xuiu, 4To Bpalaromuecs
MarHUTHBIE MOJISI MOTYT BBI3BIBATh JIABUHBI, MJIK BOJIHBI, B IOBEPXHOCTHOM CJIO€ TMCKA, U OMUCAIH 3TOT
s dekr B 6romuterene US Physical Review Letter ot 13 utons.

Korna roioBka uTeHus/3anucu AUCKa 3aUChIBAET €AMHUILY WU HOJIb, CIIMH HAXOSIIUXCS O
HEll aTOMOB MEHSETCS Ha IIPOTUBOMOJIOKHBIN. YUeHbIe YCTAHOBWIIN, YTO 3TO H3MEHEHUE TIPOUCXOANT He
cpasy, a 1mocje HEKOTOPBIX KoJieOaHW, HAMTOMUHAIOIIUX TPEIEeCCHI0 3eMHON ocu. OHU IJIATCS
HECKOJIbKO HAaHOCEKYH/] M ITPEKPAIIal0TCs, KOT/Ia YCTAaHABIMBACTCS HOBBIM criuH aroma. OIHaKo 3ToH
MPELeCCU CIIMHA MOXKET 0Ka3aThbCs JOCTaTOYHO, YTOOBI MOBJIUATH HA COCTOSIHUE COCETHUX aTOMOB.

B pe3ynbraTe BOZHHKAET BOJIHA JJABUHOOOPA3HOTO PACIIPOCTPAHEHUS IPELECCHH CITMHA, KOTOpast
MOCTETNIEHHO 3aTyXaeT B Macce Marepuana. [loka 3Tot ad ekt mposBisieTcs ciiabo, HO 10 Mepe
JAbHEHIIET0 MOBBIIICHUS TUIOTHOCTH 3aIIMCH OH MOKET MPUBOAMTDH K HEHAJIS)KHOW paboTe TuCKa.
VY4yeHble Ha/IEIOTCA YMEHBIINUTD €r0, IeJIEHAPaBIEHHO MMOA0Mpasi MaTepHalibl ¢ Hy>KHBIMH MarHUTHBIMU
CBOMCTBaMH.

Kaxknblii nenb nosiBiasiercst mo4Tu 30 ThIC. BPEJOHOCHBIX BeO-CaliTOB

B nocnennmne Mecsibl KOJIMYECTBO BPEOHOCHBIX BEO-CalTOB pacTeT JJaBHHOOOpa3HO, U BMECTO
5000 HOBBIX CaliTOB B JIEHb B aIpeiie TENEPhb UX €XKEITHEBHO NosABIsAeTCA TouTH 30 ThIC.

Ananmutuueckas pupma Sophos 00bsCHsIET 3T0 AByMsI mpuunHaMmH. [1o ee MHEHHUIO, XaKephl BCEe
yarie nepexsIoyarTces ¢ e-mail B kadyecTBe MpeAnodYTUTEIEHOTO METOAA PACIIPOCTPAHEHHUS
BpenonocHoro I1O Ha BeO-caliThl. IHOTIa OHM CO3/1at0T COOCTBEHHBIE CANTHI, HO Yallle BCETO
B3JIaMBIBAIOT JISTUTUMHBIE CAalTHI M MOMenaroT Ha HUX BpegoHocHoe [10. ITo nanubiM Sophos, kaxablii
neHb nossisercs 29 700 HOBBIX HHPUIIMPOBAHHBIX BeO-caliToB, 80% KOTOPHIX — 3TO B3JIOMaHHbIE
JIETUTUMHBIE cailThl. B nione Hanbosee pacnpocTpaHeHHBIM BpeaoHocHbIM [10, 3apaxkaronmm Beo-
caiTel, Obuta mporpamma IFrame.

[Frame pa3memiaer Ha BeO-cTpanuniax BpegoHocHbIe (aiinsl HTML u Bo3riaBiser cucok
Sophos necsiTi HanboJee OMAaCHBIX YIPO3 B BeOe — Ha CUETY y ATOM MPOrpaMMBbl ITOYTH JIBE TPETH BCEX
3apaXeHHBIX BeO-CTpaHUI] B MUpe. B utoHe Xakephl ucnonb3oBanu [Frame nis MmaccoBoil araku Ha
UTaIbIHCKUE BEO-CAMTHI, B X0J1e KOTOPOH OBLIO 3apaskeHo cBhIme 10 Thic. BeO-cTpanwuil. B uncie xepTs
ObUIM CaThI TOPOACKUX aJIMUHUCTPALUH, CITYKObI TPYA0YCTPOICTBA U TYPUCTHUECKUE CANUTHI.

«Artaka [Frame B Utanuu go/KHA cTaTh TPEBOXKHBIM curHaioM juist ISP Bo Bcem mupe, —
TOBOPHT CTapIInii KOHCYIBTAHT 1o Oe3omacHocTu Sophos Kapons Tepuo. — BpenoHocHsIH Ko,
3aHECEHHBIM Ha 3TH CalThl, OOPYIINTCS HA HEBUHHBIX cepdepoB. BeO-cailThl JOKHBI OBITH 3aIUAIIEHBI,
kak @opT-Hokc, 0JTHaKO CEro/iHs CIMIIKOM MHOTO BeO-CTpaHMIl CTAHOBHUTCS JIETKOW JOObIYeH
KHOEPIPECTYITHUKOB.

Ho Tepuo oTmeuaeT, 4yTo €CTh U Apyrasi IPUYUHA CTOJIb PE3KOr0 CKayKa YMCiia BPEAOHOCHBIX
CalTOB: UX MPOCTO CTAJIU JIy4llle UCKaTh. [Ipy CKaHUPOBAaHUHU TAKOTO KOJIMYECTBA BeO-CalTOB MOUCK
3apa’keHHBIX CTPAHUI] IIPEJICTABIIAET cO00M TOBONBHO TpyAoeMKoe aeno. OnHako ueM Oosblie
UCCIIeA0BaTeNeld ’TUM 3aHUMAETCS, TEM JIydIlle Pe3yibTarT.
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Tricsaun BeO-caliTOB cTaIM KepTBaMH «Orpad/ieHus NO-UTAJIbAHCKH-3)

KubepnpecTynHuku opraHu30Ball MacCoOBYIO BeO-aTaKy, B pe3yJbTaTe KOTOPOH MHOKECTBO
JIETUTUMHBIX BeO-CaiTOB MPEBPaTHIIOCH B IOCIYIIHOE UM OPYXKHE.

ITo yrBepxkaenuto cexptoputu-pupm Trend Micro m Websense, ataka Hauanach Ha pOIUION
Hejzlene, a K yTpy MoHeAeIbHUKA ObLI0 3apaxeHo yxke cBoime 10 Teic. BeO-caiiToB. bonee 80% nndexmmn
MPUIIUIOCH HA UTAJBSHCKUE CANThI, XOTS BIOCJIEACTBUM OHA paclpoCcTpaHMiIach Ha Bech Mmup. Trend
Micro na3Bana ee Italian Job 3 — o umenu kuHoboeBuka «OrpadieHue mo-uTanbIHCKU» ¢ Maiikiiom
KeitHom, pumetik koToporo Beimen B 2003 roxy. B ocHOBHOM 3apakeHbI JIETUTUMHBIC BEO-CaliThl — HE
MOPHO WJIM a3apTHBIX UTP, a oTeliel, TypOropo u T. 1. [locTpananu nake BeO-CalThl UTATBIHCKUX
TOCYUPEKICHUH, MpUYeM OOJBIITMHCTBO 3apaKEHHBIX Be0-CaTOB OOCTYKHBAIUCH OJTHUM U3
KpynHemux B Utanuu cepBuc-npoBaiiiepos.

Bce atu caiiTel cogepxar KopoTkyro cTpoky koga HTML iFrame, koTopas nepeaapecyet BeO-
Opay3ephl Ha cepBep, MBITAIOITUICS 3apa3uTh KOMITBIOTED KEPTBBI MPU MTOMOIIK HHCTpyMeHTa MPack.
MPack cioco6en atakoBats 1K paznbiMu ciocobamu, B 3aBUCUMOCTH OT TUIa Opay3epa u
ONepalMOHHOM cucTeMbl. OH HCNOJIB3YET HECKOJIBKO U3BECTHBIX U YK€ UCIIPABICHHBIX YS3BUMOCTEM, TaK
YTO OMACeH JJIsl TeX, KTO He OOHOBIISET cBOM Opaysep. [locTpanars MoryT nons3oBatenu Internet
Explorer, Firefox u naxxe Opera.

MPack ycTanaBnuBaeT KeWI0ITEp U MPOrpaMmy, 3arpy>Karollyro TpOsiH, TaK YTO
3JI0yMBINIUIEHHUKHA MOT'YT HIITMOHUTB 3a B3110MaHHbIMU 1K 1 TallHO HCTIONHATE HA HEM ApyTHE
IPOTpaMMBbl, IIPeBpalasi KOMIIBIOTEP B COOCTBEHHBI HHCTPYMEHT. XOTsl IPUEMBI, HCIIOJIb3yEeMbIe
XaKepaMH, He HOBBI, aTaka TaKoro Macitada BbIIENSeTCs CBOeH aMOUIIMO3HOCTBIO U CTENEHbIO
koopauHanuu. K paccnenoanuto nnnmaenta noaxiatoumiocs @bP CIIIA.
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UNIT 3. VIRUSES.

Warming up
Ex. 1. Discussion.

Study this diagram which explains how one type of virus
operates. Try to answer these questions.

1 What is the function of the Jump instruction?
2 What are the main parts of the virus code?
3 What is the last act of the virus?
UNINFECTED INFECTED 1
PROGRAM PROGRAM

ORIGINAL ——— I —»q

starting instruction

JUMP

instruction

MISDIRECTION routi e
il _—
REPRODUCTION routine VIRUS
TRIGGER routine - - CoDE
PAYLOAD routine _—
-]
original starting instruction, ?

plus code to return control to
the program as originally written

(Taken from Oxford English for Information Technology by Eric H. Glendinning, John McEwan)

Mainstream

Ex. 2. Learning facts.
1. Read

THE ANATOMY OF A VIRUS
A biological virus is a very small, simple organism that infects living cells, known as the host, by
attaching itself to them and using them to reproduce itself. This often causes harm to the host
cells.
Similarly, a computer virus is a very small program routine that infects a computer system and uses
its resources to reproduce itself. It often does this by patching the operating system to enable it
to detect program files, such as COM or EXE files. It then copies itself into those files. This
sometimes causes harm to the host computer system.
When the user runs an infected program, it is loaded into memory carrying the virus. The virus
uses a common programming technique to stay resident in memory. It can then use a reproduction
routine to infect other programs. This process continues until the computer is switched off.
The virus may also contain a payload that remains dormant until a trigger event activates it, such
as the user pressing a particular key. The payload can have a variety of forms. It might do
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something relatively harmless such as displaying a message on the monitor, screen or it might do
something more destructive such as deleting files on the hard disk.

When it infects a file, the virus replaces the first instruction in the host program with a command
that changes the normal execution sequence. This type of command is known as a JUMP command
and causes the virus instructions to be executed before the host program. The virus then returns
control to the host program which then continues with its normal sequence of instructions and is
executed in the normal way.

To be a virus, a program only needs to have a reproduction routine that enables it to infect other
programs. Viruses can, however, have four main parts. A misdirection routine that enables it to
hide itself; a reproduction routine that allows it to copy itself to other programs; a trigger that
causes the payload to be activated at a particular time or when a particular event takes place; and
a payload that may be a fairly harmless joke or may be very destructive. A program that has a
payload but does not have a reproduction routine is known as a Trojan.

2. Answer the questions

How are computer viruses like biological viruses?

What is the effect of a virus patching the operating system?
Why are some viruses designed to be loaded into memory?
What examples of payload does the writer provide?

What kind of programs do viruses often attach to?

oo 0 B~ WON -

Match each virus routine to its function.

Routine Function

1 | misdirection a | does the damage

2 | reproduction | b | attaches a copy of itself to another program
3 | trigger ¢ | hides the presence of the code
4 | payload d | decides when and how to activate the

payload

7 How does a Trojan differ from a virus?
(Taken from Oxford English for Information Technology by Eric H. Glendinning, John McEwan)

Ex. 3. Discussion.
Discuss the following questions in the class, taking notes of the definitions.

- What is a virus?

- How is it ordinarily transmitted?

- Do they cause damages as soon as their code is executed?
- How can viruses be classified?

- What are the ways to protect a computer against a virus?
- What is the origin of the term virus?

Viruses.
In computers, a virus is a program or programming code that replicates by being copied or
initiating its copying to another program, computer boot sector or document. Viruses can be
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transmitted as attachments to an e-mail note or in a downloaded file, or be present on a diskette
or CD. The immediate source of the e-mail note, downloaded file, or diskette you've received is
usually unaware that it contains a virus. Some viruses wreak [ri:k] their effect as soon as their
code is executed; other viruses lie dormant until circumstances cause their code to be executed by
the computer. Some viruses are benign or playful in intent and effect ("Happy Birthday, Ludwig!")
and some can be quite harmful, erasing data or causing your hard disk to require reformatting. A
virus that replicates itself by resending itself as an e-mail attachment or as part of a network
message is known as a worm.

Generally, there are three main classes of viruses:

File infectors. Some file infector viruses attach themselves to program files, usually selected
.COM or .EXE files. Some can infect any program for which execution is requested, including .SYS,
.OVL, PRG, and .MNU files. When the program is loaded, the virus is loaded as well. Other file
infector viruses arrive as wholly-contained programs or scripts sent as an attachment to an e-mail
note.

System or boot-record infectors. These viruses infect executable code found in certain
system areas on a disk. They attach to the DOS boot sector on diskettes or the Master Boot
Record on hard disks. A typical scenario (familiar to the author) is to receive a diskette from an
innocent source that contains a boot disk virus. When your operating system is running, files on the
diskette can be read without triggering the boot disk virus. However, if you leave the diskette in
the drive, and then turn the computer off or reload the operating system, the computer will look
first in your A drive, find the diskette with its boot disk virus, load it, and make it temporarily
impossible to use your hard disk. (Allow several days for recovery.) This is why you should make
sure you have a bootable floppy.

Macro viruses. These are among the most common viruses, and they tend to do the least
damage. Macro viruses infect your Microsoft Word application and typically insert unwanted words
or phrases.

The best protection against a virus is to know the origin of each program or file you load into
your computer or open from your e-mail program. Since this is difficult, you can buy anti-virus
software that can screen e-mail attachments and also check all of your files periodically and
remove any viruses that are found. From time to time, you may get an e-mail message warning of a
new virus. Unless the warning is from a source you recognize, chances are good that the warning is
a virus hoax.

The computer virus, of course, gets its name from the biological virus. The word itself comes
from a Latin word meaning slimy liquid or poison.

Ex.4. Listening.
Listen to the following virus definition and fill in the blanks in the summary:

It is vital for a business to understand how 1) and how to prevent them 2)

Viruses can be defined as computer programs created intentionally to alter the behaviour of a

computer without 3) or 4) . A virus functions in the following

way: it 5) placing its own code into another program. Besides it 6)
Most viruses are designed to infect both 7) and 8)

in order to damage programs, files or reformat the hard disk. Still there exist some harmless viruses which

reveal themselves by 9) messages. However, in this case small

businesses can suffer because viruses 10) used by legitimate programs and

often lead to 11) oreven 12)
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Ex. 5. Discussion “Bitter experience”.

Discuss your own experience and the viruses that infected your computer or the computers of your
friends.

Ex.6. Learning facts.

1. E-mail virus

An e-mail virus is computer code sent to you as an e-mail note attachment which, if activated,
will cause some unexpected and usually harmful effect, such as destroying certain files on your
hard disk and causing the attachment to be remailed to everyone in your address book. Although
not the only kind of computer virus, e-mail viruses are the best known and undoubtedly cause the
greatest loss of time and money overall. The best two defenses against e-mail viruses for the
individual user are (1) a policy of never opening (for example, double-clicking on) an e-mail
attachment unless you know who sent it and what the attachment contains, and (2) installing and
using anti-virus software to scan any attachment before you open it. (However, some e-mail viruses
may be so new when your receive them that your anti-virus software may not yet be familiar with
it.) Business firewall servers also attempt, but not always successfully, fo filter out e-mail that
may carry a virus attachment.

The Melissa virus macro virus and the ILOVEYOU virus are among the best publicized of
recent e-mail viruses. Each of these also spawned copycat variations with different words in the
subject line.

Microsoft has been criticized for allowing its widely-used Outlook e-mail program to be so
easily exploited by virus creators. Some users indicate that other e-mail programs such as Eudora
offer the user more protection.

2. Macro virus
A macro virus is a computer virus that "infects" a Microsoft Word or similar application and
causes a sequence of actions to be performed automatically when the application is started or
something else triggers it. Macro viruses tend to be surprising but relatively harmless. A typical
effect is the undesired insertion of some comic text at certain points when writing a line. A macro
virus is often spread as an e-mail virus. A well-known example in March, 1999 was the Melissa virus.

3. Worm
In a computer, a worm is a self-replicating virus that does not alter files but resides in active
memory and duplicates itself. Worms use parts of an operating system that are automatic and
usually invisible to the user. It is common for worms to be noticed only when their uncontrolled
replication consumes system resources, slowing or halting other tasks.
This ferm is not to be confused with WORM (write once, read many).

4. Trojan horse

In computers, a Trojan horse is a program in which malicious or harmful code is contained
inside apparently harmless programming or data in such a way that it can get control and do its
chosen form of damage, such as ruining the file allocation table on your hard disk. In one
celebrated case, a Trojan horse was a program that was supposed to find and destroy computer
viruses. A Trojan horse may be widely redistributed as part of a computer virus.

The term comes from Greek mythology about the Trojan War, as told in the Aeneid by Virgil
and mentioned in the Odyssey by Homer. According o legend, the Greeks presented the citizens
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of Troy with a large wooden horse in which they had secretly hidden their warriors. During the
night, the warriors emerged from the wooden horse and overran the city.

5. Stealth virus

In computer security, a stealth virus is a computer virus that uses various mechanisms to
avoid detection by antivirus software. Generally, stealth describes any approach to doing
something while avoiding notice. Viruses that escape notice without being specifically designed to
do so -- whether because the virus is new, or because the user hasn't updated their antivirus
software -- are sometimes described as stealth viruses too. Stealth viruses are nothing new: the
first known virus for PCs, Brain (reportedly created by software developers as an anti-piracy
measure), was a stealth virus that infected the boot sector in storage.

Typically, when an antivirus program runs, a stealth virus hides itself in memory, and uses
various tricks to also hide changes it has made to any files or boot records. The virus may maintain
a copy of the original, uninfected data and monitor system activity. When the program attempts to
access data that's been altered, the virus redirects it to a storage area maintaining the original,
uninfected data. A good antivirus program should be able to find a stealth virus by looking for
evidence in memory as well as in areas that viruses usually attack.

The term stealth virus is also used in medicine, o describe a biological virus that hides from
the host immune system.

6. Hybrid virus

A hybrid virus (sometimes called a multi-part or multipartite virus) is one that combines
characteristics of more than one type to infect both program files and system sectors. The virus
may attack at either level and proceed to infect the other once it has established itself. Hybrid
viruses can be very difficult to eradicate and, unless completely eradicated, will often reinfect the
host system repeatedly.

In general, viruses fall into one of three classes: macro viruses, file infectors (also known as
program infectors), and system or boot-record infectors. Macro viruses, which are fairly common
and often less harmful than other types, infect a word processing application and typically insert
unwanted words or phrases. A hybrid virus usually combines the approaches of the two latter types
in order to maximize damage and resistance to removal. File infector viruses attack executable
files on your hard drive. Each time you run the file, you unknowingly invoke the virus which, in turn,
delivers its payload to your system. System or boot-record infectors infect executable code found
in certain system areas on a disk, infecting the portion of your hard drive that contains the
operating system instructions felling the computer how to start up. These viruses are invoked each
time the computer starts.

Because getting rid of a hybrid virus can be such a difficult process, most security experts
recommend prevention rather than cure, and suggest that people follow common sense security
procedures; these include: running good anti-virus software and keeping virus definitions updated,
practicing caution with e-mail and never opening an unexpected attachment or downloading a
program from a questionable source.

Ex. 7. Grammar and vocabulary.

1. Do you know what the first wild spread virus was?
What are the oldest viruses you can remember?
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2. Read the text and fill in the gaps with the words given in the box. You should use some of
them more than once.

accessed booted copied created elapsed infected
intended passed reported spread stored uninfected
Elk Cloner

Elk Cloner was the first computer virus known to have (1) ... in the wild. In 1982, Richard Skrenta,
then fifteen years old, wrote the virus for the Apple II operating system, which was (2) ... on floppy
diskettes. When a computer (3) ... from a floppy disk (4) ... with Elk Cloner, the virus would start, and
would subsequently copy itself to any (5) ... floppy disk that was (6) .... Because computers of that time
had dual floppy disk drives, and because diskettes were often (7) ... around among friends, the virus was
frequently (8) .... After contagion, every 50th time that a computer booted up, it would display the
following text:

Elk Cloner: The program with a personality

It will get on all your disks
It will infiltrate your chips
Yes it's Cloner!
It will stick to you like glue
It will modify ram too
Send in the Cloner!

Elk Cloner was not (9) ... to cause damage, but was (10) ... as a practical joke. According to
WorldHistory.com, the adolescent Skrenta had a penchant for modifying programs so that they stopped
working after some code-specified time period had (11) ..., at that point displaying some joke text that
Skrenta had written. Not surprisingly, the young programmer's friends grew leery of allowing him access
to their diskettes. Elk Cloner's capacity to copy itself (the major criterion of a virus) made it possible for
Skrenta to continue to annoy his friends without requiring physical access. The virus is (12) ... to have
spread widely among his fellow students (and also to his math teacher), thus ensuring Elk Cloner's place

in history.

3. Find and correct ten grammar mistakes

Virus hoax

A virus hoax is a false warning about a computer virus. Typically, the warning arrive in a e-mail
note or distributed through a note in a company's internal network. This notes are usually forwarded using
distribution lists and they will typical suggest that the recipient forwards the note to other distribution

lists.
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If you got a message about a new virus, you can check them out by go to one of the leading Web
sites that keep up with viruses and virus hoaxes. If someone sends you note about a virus that you learn is

a virus hoax, reply to the sender that the virus warning is a hoax.

Ex. 8. Reading and reporting.

Describe any existing virus, its code, the way it infects a program, its reproduction, trigger and
payload routines.

As an example take the Chernobyl virus

Chernobyl virus

The Chernobyl virus is a computer virus with a potentially devastating payload that destroys all
computer data when an infected file is executed. Since many files are executed during computer use, the
virus is able to spread quickly and infect those files. The Chernobyl virus is the first virus known o have the
power fo damage computer hardware. The activated viral strain attempts to erase the hard drive and
overwrite the system's BIOS as well.

The virus was detected as early as 1998, but its payload was first triggered April 16, 1999 - which was
the 13th anniversary of the disaster at the Chernobyl nuclear reactor. Although U.S. and European computer
users were affected, especially students and some businesses, most of Chernobyl's damage was wrought in
Asia and the Middle East. Chernobyl actually is a variant of a virus known as CIH, the initials for the alleged
author of the virus, Chen Ing-hau, a Taiwanese computer engineering student). Some CIH variants activate
on the 26th day of each month, while others do their damage on April 26 or June 26.

CIH is sometimes referred fo as a "space filler virus," referring to its ability to clandestinely take up
file space on computers and prevent anti-virus software from running.

Users of Windows 95 and Windows 98 are more susceptible to the risk of contracting the CIH virus.
It is under these programs that the virus replicates and becomes active. Users of DOS, Windows 3.x,
Windows NT, Windows 2000 or Macintosh are not considered at risk.

Ex.9. Discussion
Discuss weak and strong features of anti-virus software.

Ex.10. Listening

VIRUS PROTECTOIN

1) Listen to the recording and write down the main virus protection measures. Pay special attention the
ones that have not been discussed in this unit yet.

RECUPERATION FROM A VIRUS ATTACK

2) Listen to a computer security expert talking about the measures that should be taken in enterprises in
case of a virus attack. Make a list of steps mentioned in the recording. Take down as many details as you
can.

Rendering
I/IHHP[[[eHTbI, CBA3AHHbIC C HAPDYIICHUEM 6e30nacn0cn1, CTAHOBATCH BCE€ C€EPbE3HEE

Uwuco coolmieHuit 0 B310MaxX KOMITBIOTEPHBIX CETEH COKpAIAeTCsl, MEKTy TEM CPEIHSS CTCTICHb
TSKECTHU MOCJIEICTBUM OT HUX YJBOWJIACH, YTBEPKAAIOT aBTOPHI UCCIIETOBAHMUS.

UccnenoBanue Acconmaruy nmpousBoauTeneld BerauciauteabHon Texauku (CompTIA),
OCHOBaHHOE Ha ompoce Ooinee yeM Toicssun U T-cnermanucros, o0Hapyxuio, 4to B 2006 roay B 34%
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opraHu3aIi ObUIH Cllydan cepbe3Horo HapymeHus UT-6e3onacHocTrt — 310 MeHbIe, uem B 2005 roxy
(38%) u B 2004 roay (58%). OqHako CpeIHIOIO CTENEHb TSXKECTU UHIIMIEHTOB PECIIOHICHTHI OLICHWIIN B
4,8 6ama (o necaTuOauIbHOM MIKaJie), TOTAa Kak B MPEIbIIYIIHE TOAbI UX OIICHKH KOJIeOAIHNCh B
npezaenax ot 2,3 1o 2,6 6anna. ITo HE YAUBUTEIBHO, YUUTHIBASK KOJTUYECTBO TPOMKHX B3JIOMOB, TAKUX
Kak B3j10M ceTH TJX, koraa ObUIH YKpaJAeHbl MUJUTHOHBI HOMEPOB KPEAUTHBIX U IEOUTHBIX KapT.

NT-npodeccronanbl COOOMUIN O pOCTE CBOMX PACXOJ0B Ha TEXHOJIOTHIO 0€30MacHOCTH,
obydenue u ceprudukanuro. B 2006 roxy noms accurHoBaHuid Ha obecrieuenue 6ezonacHoctu B UT-
Oromxere kommnanwuii cocrasmiia 20%, BMecto 15% B 2005 u 12% B 2004 roxy. bonee nByx Tpereit (68%)
OpraHM3aIuil BBIIEIIET KaKylo-To 4yacTh cBoero UT-0rmkeTa Ha oOydyeHne Wi cepTUPHUKAIUIO, TOT/1a
Kak ToJ Ha3a ux Obut0 55%. Ha atu nienu Beigensercs B cpeaneM 12% Oromkera, BMecto 8% B 2005
rofy. 78% ONpPOIIEHHBIX CKa3aJM, YTO TENEePh UX PYKOBOACTBO CYUTACT 3AILUTY HHPOPMALIMHU BBICIIUM
MPUOPUTETOM.

«MBI TOCTHUTIIH PEAIbHOTO MPOTpecca B COKPAIICHUN YHCIIa HHITUICHTOB, HO YTPO3bI CTAHOBSITCS
OoJiee U30IPEHHBIMUY, — CKa3ai oneparnoHHblil nupektop CompTIA bpaitan MakkapTu.

I'maBHO# yrpo30ii 1y1st 6€30MACHOCTH CBBIIIE TOJOBHHEI (55%) onporienHbx UT-
npodeccuonanoB HazBanu mmnuonckoe I10, 3a KOTOPBIM clielyeT Hel0CTaTOYHAasi OCBEAOMIICHHOCTh
nosp3oBareneit (54%). oyt nosoBrUHA CUUTAET, YTO BUPYCHI U YEPBH MO-NPEKHEMY IPEICTABISIOT
OIAaCHOCTb, a 0K0JI0 44% Ha3BaJIM INIaBHON yrpo30# 3710ynoTpeOIeHHs] aBTOPU30BAHHBIX MOJIb30BaTENEH.
WHumaeHTsl, BRI3BaHHBIC OIMIMOKOM YeoBeKa, Mpou3onuty B 42% opraHu3aliuii, Torjaa Kak roj Ha3aa ux
06110 59%. B uncne apyrux npobiaem Ha3bIBAIOT aTaku yepes opaysepsl (41%), TMCTaHITMOHHBIN TOCTYT
(40%), 6ecipoBoiHbIe ceTu (39%) 1 HegOCTAaTOYHOE COOMIOACHHE TTpaBmI Oe3omacHOCTH (36%).

«CBblllIe TIOJIOBUHBI BCEX OpraHU3alluil YTBEPKIAET, YTO YTPO3bl AJis O€30MacHOCTH, CBSI3aHHBIE C
MCIIOJIb30BaHUEM KapMaHHbIX yCTpoiicTB, mmuoHckuM [10, TexHonoruen «rosoc nosepx [Py,
OecTpOBOIHBIMU CETSAMU U YAaJIEHHBIMU/MOOMIBHBIMHU YCTPOHCTBAMU 3HAUUTEIHHO YCHIIMIUCH 110
CPaBHEHHUIO C MPEABLIYIINM TOJIOM», — TOBOPUTCS B OTUETE.

CompTIA oTmeuaeT, uTo mpaBuiia 6€30MACHOCTH U O0YYEHHE MOTYT ITOMOYb OPTaHU3AIINUSIM HE
CTaTh KEPTBAMH aTak. 62% OMPOIICHHBIX CKa3alli, YTO B UX OPTaHU3AIMSIX COCTABJICHBI MPaBUiia
0€30macHOCTH, XOTS B TIPEABIAYIIHE ABA T'0Jla TAKMX opraHu3aruii oe10 47%. B 81% opranu3zanuii,
UMEIOIINX MTUCaHbIe TIPaBmiia 0€30MaCHOCTH, ITH MTPABUIIA COJICPIKAT CBEACHHUSI 110 3aIUTE YIaJCHHBIX U
MOOUJIBHBIX COTPYAHHUKOB.

Cpenusisi CTOMMOCTB 0JTHOTO B3joma B 2006 roay coctaBuia $369 388; cpeiHIO0 SKOHOMHIO OT
npoBeieHus TpeHuHra mo UT-6e3omacHoctr 1t nepconaina CompTIA onenuBaer B $352 Thic. Eme
$656 Thic. OpraHu3aIMKu MOTYT COKOHOMHUTH, IPOBEIS CEPTUPHUKAIIUIO TI0 0€30IACHOCTH COTPYIHUKOB
cBoero UT-noapaznenenus.

IoTpeduTeEN N TOJBKO IyMAKT, YTO OHM B KHOepOe30NmacHOCTH

2 oxmsops, 2007
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W3 ony6MKoBaHHOTO B TOHENIEIBHUK OTYETA CIEAYET, YTO XOTSI OOIBIIMHCTBO aMEPUKAHCKUX
NOTPEeOUTENEH CUMTACT, YTO UX KOMITBIOTEPHI 3alIUIIEHBI OT KHOepaTak, Ha CaMOM JieJIe OHU MaJIO YTO
JIENatoT JUIsS 3TOTO.

Kak nokasano uccnenosanue, nposegeHHoe B CIIIA HanmoHaneHbIM anbsHCOM
kubepoezonacHoctu (NCSA) u ananutuueckoi pupmoit McAfee, 87% omnpoieHHbIX oTpeOuTenen
CUHTAET, YTO HAa UX KOMITBIOTEpAX YCTAHOBJICH aHTUBUPYC, MEXK]TY TEM IIPH CKAHUPOBAHUH ITUX CUCTEM
0OHAPYXHUIIOCH, UTO JIUIIG Y 52% NEeWCTBUTEIILHO UMEETCS OOHOBJIICHHOE 32 MOCTEAHUI MeCSIT
antusupycHoe I10. ITpu 3Tom Oosnee neBATH AECATHIX YIaCTHUKOB ONPOCA YBEPEHBI, YTO X
KOMIIBIOTEPHI 3alUIIEHbI OT BUPYCOB. AHan0ru4Ho, 70% mnotpedutenei yOexkaeHbI, YTO HA X
KOMITBIOTEPAX yCTaHOBJIEHO aHTUIINIMOHCKOE 110, HO TonbKO 55% ycTaHOBMIM €ro Ha camoM Jiene. A
61% yTBepXKIaeT, 4To Yy HUX €CTh 3alllUTa OT criama, XOTs PHIBTPbI 0OHapyKeHbI ulb Yy 21%.

«¥Y motpedureneil CioKXuUIOCh J0XKHOE YyBCTBO 0€30MaCHOCTH, — TOBOPUT BUIIE-TIPE3UIEHT 1O
MEXyHApPOJAHOMY MapKeTHHTY cpeau notpedureneit McAfee bapu A6ayn. — To, 4To OHHM TOBOPSAT O
samumieHHocTH cBoux [1K, He cooTBeTcTBYET AciicTBUTEeIbHOCTHY. Ha 78% oOcinenoBannbix McAfee
KOMITBIOTEPOB HE YCTAHOBIIEHO TO, UTO AOJIyN1 Ha3BIBACT «SIIPOM 3aAIIUTHD — KOMIUIEKT U3 aHTUBUPYCA,
antuimuoHckoro I10 u mexcereBoro s3xpana. Onpoc NpoOBOIUIICS MO JIEKTPOHHOU nouTe, U 378
OTBETHUBIIIUX PA3PEIIUIU MPOBEPUTH CBOM KOMITHIOTEPHI.

McAfee u NCSA, npocBeTuTeNnbCcKasi OpraHU3aIys, B KOTOPYIO BXOJST TOCYUPEKICHUS U
YaCTHBIE KOMITAHUH, TIPEJICTABIIIM OTYET Ha OJHOJHEBHOM MEPOIIPUSTHH B BammMHrTOHE, MOCBSIIIEHHOM
Havally «MeCsYHHMKa HallMOHAJIbHOM OCBEJJOMIIEHHOCTH O KHOepOe30M1acHOCTHY, KOTOPBI MPOXOAUT B
okTs10pe. Ha MeponpusiTiu BEICTYIHIIH nipesceaatens OenepanbHoit Topropoit komuccun CIIA Jlebopa
[Tnatr Maxopac 1 TOMOIIHHUK CeKpeTaps o KudepOe30nacHOCTH M KOMMYHUKALUAM ITpu MUHUCTEpCTBE
BHyTpeHHel 0ezonmacHoctu CIIA I'per 'apcus. O6a oHM pU3BaIM KOMIIAHUH COTPYAHUYATD C
MPAaBUTEIBCTBOM B c(pepe MpOCBEIIeHHs TOTpeOUTeNel 1 OpraHu3alnii o MOBO1Y BaKHOCTH
kuOep3amuThl. « M THIUBHIyallbHAS U KOPIIOPATUBHAS KHOEp3aluTa — JBE CTOPOHBI OJTHOM MeIanu, —
ckazan ['apcusi. — OgHo 6e3 Ipyroro HEBO3MOKHOY.

ITo cmoBam Maxopac, 0fjHa U3 HACYIIHBIX MPOOJIEM, KKOTOPAsi MEHsI OYE€Hb TPEBOKHUTY, —
¢dbumuHroBBIe aTaku. OHa yOeKaeHa, YTo MpobdieMy (GUITUHTA MOKHO OBIJIO ObI PEITUTh, €CITH ObI
noTpeduTensiM ObIII0 U3BECTHO O TAKOM SIBJICHUH, KaK «Kpaka JINYHOCTH». B xoze onpoca
McAfee/NCSA 75% pecrioHAeHTOB CKa3ali, YTO OHH CIBIIANIN O (PUILIKUHTE, HO TOJIbKO 54% cMoriu
TOYHO OMUCATh ITO ABJICHHE. 44% CKa3aiM, YTO HA UX KOMIIbIOTEPAX YCTAHOBJICHO IMTUOHCKOE WU
pexinamuoe [10.

[Toutn 90% pecrnoHIEHTOB XPaHAT MEPCOHAIBHYIO HH(OPMAIIHIO B CBOMX KOMITBIOTEPAX U B TO
K€ BpeMs I0JIb3YIOTCSA OHJIAMHOBBIMH yCIIyTaMy OaHKOB, COBEPILIAIOT ONEpaIiy ¢ LIEHHBIMH OyMaramMu u
3aHUMAIOTCSI IPYroi MoJOOHON AEATEIbHOCTHIO.

Heo6xoamMo ycHIuTh TPOCBETHTENBCKYIO paboTy, cka3an AOayn: «Upe3BbIYaitHO BaKHO
NIEPEBECTH ATOT TUAJIOT Ha HOBBIN YPOBEHbBY.

Bupyc oxorurcs Ha ¢gaitast MP3

3 aseycma, 2007

DKcnepThl 1o 6e301MacHOCTH 0OHAPYKUIIM BUPYC, KOTOPBINA peain3yeT 3aBEeTHYIO MEUTY
WHIyCTPUH 3BYKO3aIMCH: OH OThICKUBaeT (aitsiel MP3 u ynanser ux u3 3apaxxennoro I1K.

CeKbIOpUTH-KOMITIAHUU CYUTAIOT YPOBEHBb PUCKA HEBHICOKUM, OJJHAKO HEOOBIYHASI BPEJOHOCHAS
Harpy3Ka MOKET CTaTh HEMPHUATHBIM CIOPIPU30M AJisi MeloMaHoB. He sicHo, kKakuMu MOTHBaMuU
PYKOBOJCTBOBAJIUCH CO3AaTeNH BUpyca. «CKOpee BCEro, €ro COOpyAMIN MIKOIMBbIE MAJIbUNIIKH, a HE
OpraHM30BaHHbIE OAH[IBI, KOTOPHIE, KaK MMPaBUIIO, UIYT (DMHAHCOBBIX BBITOJl, — MPOKOMMEHTHPOBAII
cTapimuii KoHcynbTanT Sophos I'pam Kirynu. — D10 He TO, U3-32 Yero MOKHO JIMIIUTHCS CHA, OJTHAKO
nons3oBarenu [1K, kotopeie Maso 3a00TITCS 0 TOM, 4TOOBI MUHUMHU3UPOBATh OMACHOCTD 3apa)KeHMUS,
MOJIYYHJIH €1IE OJIUH YPOKY.

Bupyc pacnipoctpansiercs uepes gumm-aucku USB, HanmoMuHas 0 BpeMeHax, Kora OCHOBHBIM
CHOCO0OM 3apa’keHHs KOMIIBIOTEPOB CIYKUIIH TUCKETH. BO3MOXKHO, TEM CaMBbIM aBTOpPHI BUpYcCa
MBITAIOTCS 000UTH GUIBTPHI e-mail 1 BeO-1uTt030B. Symantec, KOTopasi Ha3Bajia ’TOT BUPYC
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W32 . Deletemusic, mpeaynpexaaeT, 4To OH KomupyeT cedst Ha Bce nucku, umerommuecs B [1K, u cozmaet
¢aiin aBTo3anmycka, akTHBH3UPYIOIIUIT €ro mpu Kax oM oOpalieHnu K AucKy. Bupyc paboraer B
cucremax Windows 2000, 95, 98, Me, NT, Server 2003, XP u Vista. Ero Mo»xHo 3a0710KUpOBaTh,
oTkmounB GyHkiuo Windows autorun, KoTopasi aBTOMaTH4YeCKH 3amyckaet nmporpammsl ¢ CD wim USB-
JTUCKOB.

OTO He MepBBIi cly4aid, KOrJa BpeOHOCHBIE IPOTPAMMBI OXOTATCS 32 My3bIKJIbHBIMU (ailiamMu.
JIBa rona Hazax mosiBUIICS 4yepBb Nopir-B, KOTOPBI pactipoCcTpaHsIICs MO BUIOM YTHIIUTHI JJIs
korpoBanusi DVD. Oka3zaBimichk B MalinHe, OH 0TOOpakasl aHTUITMPATCKUH IJIaKaT U TBITAJICS YAATUTh
MP3 u npyrue daitnpl. A B mponioM roay oObsaBuIICsS TposiH Erazer, KOTOpBIi TOIIIeN erie aajblie,
yaaJsisi He TOIbKO 3anmucu MP3, HO U KWUHO(UITEMEI.

IE u Firefox BMecTe C031a10T «KKPUTHYECKYI0)» YTPO3Y 1 6€30MACHOCTH

Hcnons3oBanue Firefox B coueranuu c Internet Explorer Ha 01HOM 1 TOM k€ KOMITbIOTEPE JeNaeT
CUCTEMY YSI3BUMOM, YTBEPKIAIOT CIIEIUATUCTBI IO O€30MaCHOCTH.

[Tonp3oBarenu, y kKoTopbix Hapsny ¢ IE ycranosnen Firefox Bepcun 2.0 wiu Bbime,
MOJIBEPIaloTCsl MOBBIILIEHHOMY pUCKY. [IpobieMbl HaunHaIOTCS ¢ nocemnieHus nocpeacTsom IE
BPEIOHOCHOTO caifTa, KoTopslid peructpupyet oopadotunk URI (uniform resource identifier handler)
"firefoxurl://" mo3BonsrOIIMIT Opay3epy B3auMOICHCTBOBATH C ONpeIeIEHHBIMU BeO-pecypcamu. B
KOHEYHOM HTOI'€ CUCTEMA IT0JIb30BATEIISI MOXKET OKa3aThCsl YIPABIAEMON JUCTAHIIOHHO.

Cnenuamuct o 6e3onacHoct Top JlapxoiasM, 0OHAPYKUBIIHKA 3Ty MPOOIEMY, U KOMITAHHS
Symantec 00BHHSIOT TIaBHBIM 00pa3oMm IE, omHako rnaBHbIi TexHonor Secunia Tomac Kpucrencen
cuutaeT BUHOBHUKOM Firefox 2.0. «Boo0bie-To BUHOBATHI 002, — MPOKOMMEHTHPOBAJ JUPEKTOP
Symantec Security Response Center OnuBep @puapuxc. — DTO JABa Ype3BbIUARHO CIOKHBIX
MPUIIOKEHHUS, KOTOPbIE HE OYEHb XOPOILIO COYETAITCs ApYT ¢ Apyrom. Kaxkmoe 1o oTaeIbHOCTH MOXKET
OBITH O€30MacHO, a BMecTe — HeT». Opunpuxc orMeTun, yto xots Firefox, y KoToporo B mpormuiom roay
BBIIIIJIA BEpCHsl 2, CTAHOBUTCS BCe MOMYJIsIpHEEe, HA KOMITbIOTepax OOJIbIIMHCTBA M0JIb30BaTENe 3TOro
Opaysepa ycranosiieH Takxe IE, mocrasisiemblii BMecTe ¢ onepannoHHoi cuctemoit Windows.

Jl1s MHBEKLIMU B CUCTEMY MOJIb30BaTeNs KOJa, UCIOIHAeMOro B FirefoX, 30yMBIIIIEHHUK MOXET
UCTIONIBb30BaTh chrome-KOHTEKCT — 3JIeMEHTHI HHTepdeiica Opay3epa, KOTOpbIe CO3/1al0T PaMKY BOKpPYT
oToOpakaembix cTpanuil. «O6padoTurk URI mommken ObITh BHIMOTHEH TIIaTeNbHEE, Tak Kak Windows He
MOJKET 3HATh, KAKHE BXOJHBIC JaHHBIC TTOTEHIIMAIBHO OMACHBI JTSI KXKIOTO MPUITOKESHHSI, — MOSICHILT
Kpucrencen. — Hanpumep, otkyna Windows MoxeT ObITh H3BECTHO, UTO CTpOKa chrome omacHa st
Firefox?» Bo u3bexxanue pucka oH peKOMEH/yeT CUCTEMHBIM aJIMUHUCTPATOPaM CHATh PETHUCTPALIUIO
obpabotunka URI firefoxurl unu ynanuts ero, win ke H3MEHUTH criocod mpuema opaysepom Firefox
IaHHBIX chrome.
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UNIT 4. BYPASS. PHISHING & PHARMING. OTHER COMPUTER CRIMES.

Warming up
Ex. 1. Discussion.
Think about the meaning of the word bypass. Discuss the following questions in pairs:

- What is bypass?
- What kinds of bypass do you know?

Bypass
Bypass, in general, means either to go around something by an external route rather than going

through it, or the means of accomplishing that feat. In network security, a bypass is a flaw ina
security system that allows an attacker to circumvent security mechanisms to get system or
network access. The actual point of entry is through a mechanism (either a hardware device or
program, even just a piece of code) that enables the user to access the system without going
through the security clearance procedures (such as authentication) that were set up by the system
administrator. A bypass may be a mechanism put in place by an attacker, a flaw in the design, or an
alternate access route left in place by developers. A bypass that is purposefully put in place as a
means of access for authorized users is called a back door or a trap door. A crypto bypass is a flaw
that allows data o circumvent the encryption process and escape, unencrypted, as plaintext.

Mainstream
Ex. 2. Learning facts.

1. Read the text and pay attention to the terms bypass, flaws in security systems, backdoors or
trapdoors and crypto bypass.
Explain the differences between them.

Back door
A back door is a means of access to a computer program that bypasses security mechanisms. A
programmer may sometimes install a back door so that the program can be accessed for
troubleshooting or other purposes. However, attackers often use back doors that they detect or
install themselves, as part of an exploit. In some cases, a worm is designed to take advantage of a
back door created by an earlier attack. For example, Nimda gained entrance through a back door
left by Code Red.
Whether installed as an administrative tool or a means of attack, a back door is a security risk,
because there are always crackers out there looking for any vulnerability to exploit. In her article
"Who gets your trust?" security consultant Carole Fennelly uses an analogy to illustrate the
situation: "Think of approaching a building with an elaborate security system that does bio scans,
background checks, the works. Someone who doesn't have time to go through all that might just
rig up a back exit so they can step out for a smoke -- and then hope no one finds out about it."
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Ex. 3. Grammar and vocabulary.
1.0pen the brackets and put the words in correct form.
Phishing

Phishing is e-mail fraud where the (1) ... (perpetrate) sends out legitimate-looking e-mails that
appear to come from well known and trustworthy Web sites in an attempt to gather (2) ... (person) and
(3) ... (finance) information from the recipient. A phishing expedition, like the fishing expedition it's
named for, is a (4) ... (speculate) venture: the phisher puts the lure hoping to fool at least a few of the
prey that encounter the bait. Web sites that are (5) ... (frequent) spoofed by phishers include PayPal,
eBay, MSN, Yahoo, BestBuy, and America Online.

Phishers use a number of different social engineering and e-mail spoofing ploys to try to trick their
victims. In one fairly typical case before the Federal Trade Commission (FTC), a 17-year-old male sent
out messages (0) ... (purport) to be from America Online that said there had been a billing problem with
recipients' AOL accounts. The perpetrator's e-mail used AOL logos and contained legitimate links. If
recipients clicked on the "AOL Billing Center" link, however, they were taken to a spoofed AOL Web
page that asked for personal information, including credit card numbers, personal (7) ... (identify)
numbers (PINs), social security numbers, banking numbers, and passwords. This information was used
for identity theft.

The FTC warns users to be suspicious of any official-looking e-mail message that asks for updates
on personal or financial information and urges recipients to go (8) ... (direct) to the organization's Web

site to find out whether the request is legitimate.

2. Read the text and fill in the gaps with the terms given in the box. You should use some of
them more than once.

affected compromised conscious fake fraudulent legitimate
legitimate-looking  malicious ominous personal and financial removal
scamming
Pharming

Pharming is a(n) (1) ...practice in which (2) ...code is installed on a personal computer or server,
misdirecting users to (3) ... Web sites without their knowledge or consent. Pharming has been called
"phishing without a lure."

In phishing, the perpetrator sends out (4) ... e-mails, appearing to come from some of the Web's
most popular sites, in an effort to obtain (5) ... information from individual recipients. But in pharming,
larger numbers of computer users can be victimized because it is not necessary to target individuals one

by one and no (6) ... action is required on the part of the victim. In one form of pharming attack, code
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sent in an e-mail modifies local host files on a personal computer. The host files convert URLSs into the
number strings that the computer uses to access Web sites. A computer with a(n) (7) ... host file will go
to the (8) ... Web site even if a user types in the correct Internet address or clicks on a(n) (9) ...
bookmark entry. Some spyware (10) ... programs can correct the corruption, but it frequently recurs
unless the user changes browsing habits.

A particularly (11) ... pharming tactic is known as domain name system poisoning (DNS
poisoning), in which the domain name system table in a server is modified so that someone who thinks
they are accessing (12) ... Web sites is actually directed toward fraudulent ones. In this method of
pharming, individual personal computer host files need not be corrupted. Instead, the problem occurs in
the DNS server, which handles thousands or millions of Internet users' requests for URLs. Victims end up
at the bogus site without any visible indicator of a discrepancy. Spyware (10) ... programs cannot deal
with this type of pharming because nothing need be technically wrong with the end users' computers.

Once personal information such as a credit card number, bank account number, or password has
been entered at a(n) (3) ... Web site, criminals have the information and identity theft can be the end

result.

Ex. 4. Vocabulary

Decide in your group what these kinds of computer crime are. Then match the crimes to the short
descriptions which follow.

1 Salami Shaving
2 Denial of Service

3 Trojan Horse
4 Trapdoors
5 Mail bombing
6 Software Piracy
7 Piggybacking
8 Spoofing
9 Defacing
10 Hijacking

a) Leaving, within a completed program, an illicit program that allows unauthorised - and unknown - entry.

b) Using another person's identification code or using that person's files before he or she has logged off.

c¢) Adding concealed instructions to a computer program so that it will still work but will also perform
prohibited duties. In other words, it appears to do something useful but actually does something destructive in the
background.

d) Tricking a user into revealing confidential information such as an access code or a credit-card number.

¢) Inundating an email address with thousands of messages, thereby slowing or even crashing the server.

f) Manipulating programs or data so that small amounts of money are deducted from a large number of
transactions or accounts and accumulated elsewhere. The victims are often unaware of the crime because the amount
taken from any individual is so small.

g) Unauthorised copying of a program for sale or distributing to other users.

h) Swamping a server with large numbers of requests.

1) Redirecting anyone trying to visit a certain site elsewhere.

j) Changing the information shown on another person's website.
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Ex. 5. Listening.

Listen to the broadcast about a type of phishing and then answer the questions.
1) What type of phishing is described in the broadcast?

2) How does it differ from ordinary phishing?

3) What happened at West Point?

4) What does the success of this type of phishing rely upon?

5) Give a short summary about the three steps for an organization to protect itself against phishing.

Ex. 6. Discussion.

What are the main computer threats that people and organizations face nowadays?

Ex. 7. Grammar and vocabulary.
1. Choose a better synonym.

Buffer overflow
A buffer overflow occurs/happens when a program or process tries to keep/store more data in a buffer
(temporary data storage area) than it was intended to hold. Since buffers are created to contain a
restricted/finite amount of data, the extra information - which has to go somewhere - can overflow into
adjacent/bordering buffers, corrupting or overwriting the applicable/valid data held in them. Although
it may occur accidentally/by mistake through programming error, buffer overflow is an increasingly
common type of security attack on data reliability/integrity. In buffer overflow attacks, the extra data
may contain codes designed to elicit/trigger specific actions, in effect sending new instructions to the
attacked computer that could, for example, damage the user's files, change data, or disclose/release
confidential information. Buffer overflow attacks are said to have arisen because the C programming
language supplied the framework, and poor programming practices supplied the vulnerability/weakness.
In July 2000, a vulnerability to buffer overflow attack was discovered in Microsoft Outlook and Outlook
Express. A programming flaw made it possible for an attacker to compromise the integrity of the target
computer by simply sending an e-mail message. Unlike the typical e-mail virus, users could not protect
themselves by not opening stuck/attached files; in fact, the user did not even have to open the message
to enable the attack. The programs' message header mechanisms had a shortcoming/defect that made it
possible for senders to overflow the area with extraneous data, which allowed them to execute whatever
type of code they desired on the recipient's computers. Because the process was activated as soon as the
recipient downloaded the message from the server, this type of buffer overflow attack was very difficult

to protect/defend. Microsoft has since created a patch to get rid of/eliminate the vulnerability.
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2. Give as many synonyms as possible.
Blended threat

A blended threat is a computer network attack that seeks to maximize the severity of damage and
speed of contagion by combining methods, for example using characteristics of both viruses and worms,
while also taking advantage of vulnerabilities in computers, networks, or other physical systems. An
attack using a blended approach might send a virus via an e-mail attachment, along with a Trojan horse
embedded in an HTML file that will cause damage to the recipient computer. The Nimda, CodeRed, and
Bugbear exploits were all examples of blended threats.

A blended threat typically includes:

More than one means of propagation -- for example, distributing a hybrid virus/worm via e-mail
that will self-replicate and also infect a Web server, so that contagion will spread through all visitors to a
particular site;

Exploitation of vulnerabilities, which may be preexisting or even caused by malware distributed as
part of the attack;

The intent to cause real harm (rather than just causing minor computer problems for victims), for
example, by launching a denial of service (DOS) attack against a target, or delivering a Trojan horse that
will be activated at some later date;

Automation that enables increasing contagion without requiring user actions, such as opening
attachments.

To guard against blended threats, experts urge network administrators to be vigilant about patch
management, use and maintain good firewall products, employ server software to detect malware, and

educate users about proper e-mail handling and online behavior.

3. Complete the sentences
Blue bomb

A "blue bomb" (also known as "WinNuke") is a technique 1)... . The "blue bomb" is actually 2)... .
This condition causes the operating system to "crash" or terminate prematurely. The operating system can
usually be restarted 3)... .

The blue bomb derives its name from the effect it sometimes causes on the display as the operating
system is terminating — 4)... . Blue bombs are sometimes sent by multi-player game participants who are
about to lose or users of Internet Relay Chat (IRC) 5)... . This is known as "nuking" someone. A
commonly-used program for causing the blue bomb is WinNuke. Many Internet service providers are

filtering out the packets so they don't reach users.

a) an out-of-band network packet containing information that the operating system can't process

b) a white-on-blue error screen that is commonly known as blue screen of death
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¢) without any permanent damage other than possible loss of unsaved data when you crashed
d) who are making a final comment

e) for causing the Windows operating system of someone you're communicating with to crash or
suddenly terminate

4. Insert the words in the gaps

Bluesnarfing

a) bluesnarfing
b) short-range
¢) personal digital
d) high-speed

e) turnoff
f) e-mail

g) laptop

h) wireless

i) vulnerable
j) legitimate

k) security

l) synchronize

Bluesnarfing is the theft of information from a 1)... device through a Bluetooth connection.
Bluetooth is a 2)... but very 3)... wireless technology for exchanging data between desktop and mobile
computers, 4)... assistants (PDAs), and other devices. By exploiting a vulnerability in the way Bluetooth
is implemented on a mobile phone, an attacker can access information -- such as the user's calendar,
contact list and 5)... and text messages -- without leaving any evidence of the attack. Other devices that
use Bluetooth, such as 6)... computers, may also be 7)..., although to a lesser extent, by virtue of their
more complex systems. Operating in invisible mode protects some devices, but others are vulnerable as
long as Bluetooth is enabled.

According to a ZDNet UK article, attackers are exploiting a problem with some implementations of
the object exchange (OBEX) protocol, which is commonly used to exchange information between
wireless devices. An attacker can 8)... with the victim's device (this is known as pairing) and gain access
to any information or service available to the 9)... user. The article claims that 10)... tools are widely
available on the Internet, along with information about how to use them.

Adam Laurie, of A.L. Digital, discovered the vulnerability that enables bluesnarfing in November
2003, when he was testing the 11)... of Bluetooth devices. Laurie released a vulnerability disclosure
notification about the problem immediately afterward. According to Laurie's bluesnarf-tracking blog, the

only way to protect yourself from a bluesnarf attack is to 12)... Bluetooth on your mobile device.
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5. Fit the missing sentences into the gaps (one sentence is odd).

Cache poisoning

Cache poisoning, also called domain name system (DNS) poisoning or DNS cache poisoning, is the
corruption of an Internet server's domain name system table by replacing an Internet address with that of
another, rogue address. 1)......... . At that point, a worm, spyware, Web browser hijacking program, or
other malware can be downloaded to the user's computer from the rogue location.

Cache poisoning can be transmitted in a variety of ways, increasing the rate at which rogue
programs are spread. 2)... ... ... . Images and banner ads within e-mail messages can also be vehicles by
which users are directed to servers that have been compromised by cache poisoning. Once an end user's
computer has been infected with the nefarious code, all future requests by that user's computer for the
compromised URL will be redirected to the bad IP address -- even if the "victim" server resolves the
problem at its site. 3)... ... ... .

Cache poisoning differs from another form of DNS poisoning, in which the attacker spoofs valid e-
mail accounts and floods the inboxes of administrative and technical contacts. Cache poisoning is related
to URL poisoning. 4)... ... ... .

a) One tactic is the placement of compromised URLs within spam e-mail messages having subject
lines that tempt users to open the message (for example, "Serious error in your tax return").

b) In URL poisoning, also known as location poisoning, Internet user behavior is tracked by adding
an identification (ID) number to the location line of the browser that can be recorded as the user
visits successive pages on the site.

c) Cache poisoning is particularly dangerous when the targets are well-known and trusted sites, such
as those to which browsers are pointed when automatic virus-definition updates are performed.

d) When a Web user seeks the page with that address, the request is redirected by the rogue entry in
the table to a different address.

e) Distributors of spam often use spoofing in an attempt to get recipients to open, and possibly even
respond to, their solicitations.

6. Put the prepositions in the right places.

Caller ID spoofing

a) by f) between

b) with g) in

c) of h) up

d) on 1) as

e) from j) for

Caller ID spoofing is a service that allows a caller to masquerade 1) ... someone else 2) ...

falsifying the number that appears 3) ... the recipient's caller ID display. Just as e-mail spoofing can make
it appear that a message came 4) ... any e-mail address the sender chooses, caller ID spoofing can make a
call appear to come from any phone number the caller wishes.

Several service providers offer caller ID spoofing, including Camophone, Spooftel, and PI Phone.
To use Camophone's service, a customer pays 5) ... advance for a certain number of calling minutes. To
set 6) ... a call, the customer opens a Web form and enters their phone number, the recipient's phone

number, and the number chosen to appear on the recipient's caller display. Camophone then patches the
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call through 7) ... the caller and recipient phones as stipulated. Some other versions involve the caller
dialing a number to access the service and then dialing the phone numbers.

Caller ID spoofing has been available for years to people 8) ... a specialized digital connection to
the telephone company. Collection agencies, law enforcement officials, and private investigators have
used the practice, with varying degrees 9) ... legality. However, the advent of VoIP (voice over Internet
Protocol) service makes it simple 10) ... the average person to falsify a calling number, and as Internet
telephony has become more common, so has caller ID spoofing.

Frequently, caller ID spoofing is used for prank calls. For example, someone might call a friend and
arrange for "The White House" to appear on the recipient's caller display. However, according to Lance
James, chief technology officer (CTO) of Secure Science Corp., criminal uses of caller ID spoofing, such

as identity theft, have also increased significantly.

7. Change the form of each word so that it fits the numbered space

E-mail spoofing
a) Origin
b) Distribute
c¢) Solicit
d) Legitimate
e) Retaliate
f) Authentic
g Spoof
h) Delete

i) Sense

J) Vary

E-mail spoofing is the forgery of an e-mail header so that the message appears to have 1) ... from
someone or somewhere other than the actual source. 2) ...-s of spam often use spoofing in an attempt to
get recipients to open, and possibly even respond to, their 3) ... -s. Spoofing can be used 4) .... Classic
examples of senders who might prefer to disguise the source of the e-mail include a sender reporting
mistreatment by a spouse to a welfare agency or a "whistle-blower" who fears 5) ... . However, spoofing
anyone other than yourself is illegal in some jurisdictions.

E-mail spoofing is possible because Simple Mail Transfer Protocol (SMTP), the main protocol used
in sending e-mail, does not include an 6) ... mechanism. Although an SMTP service extension (specified
in [ETF RFC 2554) allows an SMTP client to negotiate a security level with a mail server, this precaution

is not often taken. If the precaution is not taken, anyone with the requisite knowledge can connect to the
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server and use it to send messages. To send 7) ... e-mail, senders insert commands in headers that will
alter message information. It is possible to send a message that appears to be from anyone, anywhere,
saying whatever the sender wants it to say. Thus, someone could send spoofed e-mail that appears to be
from you with a message that you didn't write.

Although most spoofed e-mail falls into the "nuisance" category and requires little action other than
8) ..., the more malicious varieties can cause serious problems and security risks. For example, spoofed e-
mail may purport to be from someone in a position of authority, asking for 9) ... data, such as passwords,
credit card numbers, or other personal information -- any of which can be used for a 10) ... of criminal
purposes. The Bank of America, eBay, and Wells Fargo are among the companies recently spoofed in
mass spam mailings. One type of e-mail spoofing, self-sending spam, involves messages that appear to be

both to and from the recipient.

8. Fill in the gaps.

Identity theft

a) identity theft

b) Social Security

¢) shoulder surfing
d) criminal record

e) false credentials

f) blank checks

g) account takeover
h) dumpster diving

i) credit applications
Jj) personal interaction

Identity theft is a crime in which an imposter obtains key pieces of personal information, such as 1)

. or driver's license numbers, in order to impersonate someone else. The information can be used to

obtain credit, merchandise, and services in the name of the victim, or to provide the thief with 2) ... . In

addition to running up debt, an imposter might provide false identification to police, creating a 3) ... or
leaving outstanding arrest warrants for the person whose identity has been stolen.

Identity theft is categorized in two ways: true name and account takeover. True name 4) ... means
that the thief uses personal information to open new accounts. The thief might open a new credit card
account, establish cellular phone service, or open a new checking account in order to obtain 5) ... . 6) ...
identity theft means the imposter uses personal information to gain access to the person's existing
accounts. Typically, the thief will change the mailing address on an account and run up a huge bill before
the person whose identity has been stolen realizes there is a problem. The Internet has made it easier for
an identity thief to use the information they've stolen because transactions can be made without any 7) ...

Although an identity thief might crack into a database to obtain personal information, experts say

it's more likely the thief would obtain information by using old-fashioned methods. Retrieving personal
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paperwork and discarded mail from trash dumpsters ( 8) ... ) is one of the easiest ways for an identity
thief to get information. Another popular method to get information is 9) ... - the identity thief simply
stands next to someone at a public office, such the Bureau of Motor Vehicles, and watches as the person
fills out personal information on a form.

To prevent identity theft, experts recommend that you regularly check your credit report with major
credit bureaus, follow up with creditors if your bills do not arrive on time, destroy unsolicited 10) ..., and

protect yourself by not giving out any personal information in response to unsolicited e-mail.

9. Put the sentences in the right order to complete the text.
Dumpster diving

1. Dumpster diving is looking for treasure in someone else's trash.
2
3.
4.
5
6

a) Dumpster diving isn't limited to searching through the trash for obvious treasures like access codes or
passwords written down on sticky notes.

b) To prevent dumpster divers from learning anything valuable from your trash, experts recommend that
your company establish a disposal policy where all paper, including print-outs, is shredded in a cross-cut
shredder before being recycled, all storage media is erased, and all staff is educated about the danger of
untracked trash.

¢) (A dumpster is a large trash container.)

d) Seemingly innocent information like a phone list, calendar, or organizational chart can be used to assist
an attacker using social engineering techniques to gain access to the network.

e) In the world of information technology, dumpster diving is a technique used to retrieve information
that could be used to carry out an attack on a computer network.

10. Insert articles where necessary.

Shoulder surfing

1)... Shoulder surfing is using direct observation techniques, such as looking over someone's
shoulder, to get 2)...information. Shoulder surfing is 3)... effective way to get information in
4)...crowded places because it's relatively easy to stand next to someone and watch as they fill out 5)...
form, enter 6)... PIN number at an ATM machine, or use 7)... calling card at 8)... public pay phone.
Shoulder surfing can also be done long distance with 9)... aid of binoculars or 10)...other vision-
enhancing devices. To prevent shoulder surfing, experts recommend that you shield paperwork or your

keypad from view by using your body or cupping your hand.
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11. Do the exercises
Cookie poisoning

Insert prepositions

1)... the Web, cookie poisoning is the modification 2)... a cookie (personal information 3)... a Web
user's computer) 4)... an attacker to gain unauthorized information about the user 5)... purposes such as
identity theft. The attacker may use the information to open new accounts or to gain access to the user's
existing accounts.

Insert the terms

a) unauthorized

b) authenticate

¢) cookies

d) transactions

e) hard drive

f) Web site

g) security measures
h) accessed

1) attacker

j) examine

1)... stored on your computer's 2)... maintain bits of information that allow Web sites you visit to
3)... your identity, speed up your 4)..., monitor your behavior, and personalize their presentations for
you. However, cookies can also be 5)... by persons 6)... to do so. Unless 7)... are in place, an 8)... can
9)... a cookie to determine its purpose and edit it so that it helps them get user information from the 10)...
that sent the cookie.

Insert the words

a) protect

b) refused

c) sent

d) validate

e) pass through
f) encrypted
g) guard

h) digital

1) means

j) tampered

To 1)... against cookie poisoning, Web sites that use them should 2)... cookies (through encryption,
for example) before they are 3)... to a user's computer. Ingrian Networks' Active Application Security
platform is one 4)... of securing cookies. When cookies 5)... the platform, sensitive information is 6)....
A 7)... signature is created that is used to 8)... the content in all future communications between the
sender and the recipient. If the content is 9)... with, the signature will no longer match the content and
will be 10)... access by the server.
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12. Read the following texts about an evil twin, a directory harvest attack, and a dictionary
attack. See the missing words taken out of these texts in the table and guess which attack is
described in each of these texts. Choose correct titles.

A directory harvest attack An evil twin A dictionary attack
(DHA)
directory harvest attack (DHA) an evil twin dictionary attack(s)
harvesting "good twin" dictionary

Evil twins

evil twin
Text 1.

A ... is a method of breaking into a password-protected computer or server by systematically
entering every word in a ... as a password. A ... can also be used in an attempt to find the key necessary
to decrypt an encrypted message or document.

... work because many computer users and businesses insist on using ordinary words as passwords.

. are rarely successful against systems that employ multiple-word phrases, and unsuccessful against
systems that employ random combinations of uppercase and lowercase letters mixed up with numerals. In
those systems, the brute-force method of attack (in which every possible combination of characters and
spaces is tried up to a certain maximum length) can sometimes be effective, although this approach can
take a long time to produce results.

Vulnerability to password or decryption-key assaults can be reduced to near zero by limiting the
number of attempts allowed within a given period of time, and by wisely choosing the password or key.
For example, if only three attempts are allowed and then a period of 15 minutes must elapse before the
next three attempts are allowed, and if the password or key is a long, meaningless jumble of letters and
numerals, a system can be rendered immune to ... and practically immune to brute-force attacks.

A form of ... is often used by spammers. A message is sent to every e-mail address consisting of a
word in the ..., followed by the at symbol (@), followed by the name of a particular domain. Lists of
given names (such as frank, george, judith, or donna) can produce amazing results. So can individual
letters of the alphabet followed by surnames (such as csmith, jwilson, or pthomas). E-mail users can
minimize their vulnerability to this type of spam by choosing usernames according to the same rules that
apply to passwords and decryption keys -- long, meaningless sequences of letters interspersed with

numerals.

Text 2.

A ... is an attempt to determine the valid e-mail addresses associated with an e-mail server so that
they can be added to a spam database.

A ... can use either of two methods for ... valid e-mail addresses. The first method uses a brute

force approach to send a message to all possible alphanumeric combinations that could be used for the
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username part of an e-mail at the server, up to and including those of length n characters (where n is some
preset positive integer such as 15). The second and more selective method involves sending a message to
the most likely usernames - for example, for all possible combinations of first initials followed by
common surnames. In either case, the e-mail server generally returns a "Not found" reply message for all
messages sent to a nonexistent address, but does not return a message for those sent to valid addresses.
The ... program creates a database of all the e-mail addresses at the server that were not returned during
the attack.

The ... approach explains how a new e-mail address can start receiving spam within days or hours
after its creation. Various solutions have been developed toward repelling these attacks. Some of the most
effective involve slowing down the rate at which the attack can take place, rather than attempting to filter
out the entire attack. This can be done by limiting the number of e-mail messages per minute or per hour
at which a server can receive messages, legitimate or otherwise. So-called spam filters, programmed to
identify character and word combinations typical of spam, can also be effective, although they

occasionally reject legitimate messages.

Text 3.

In security, ... is a home-made wireless access point (hot spot) that masquerades as a legitimate one
to gather personal or corporate information without the end-user's knowledge. It's fairly easy for an
attacker to create ... by simply using a laptop, a wireless card and some readily-available software. The
attacker positions himself in the vicinity of a legitimate Wi-Fi access point and lets his computer discover
what name and radio frequency the legitimate access point uses. He then sends out his own radio signal,
using the same name.

To the end-user, the ... looks like a hot spot with a very strong signal; that's because the attacker has
not only used the same network name and settings as the ... he is impersonating, he has also physically
positioned himself near the end-user so that his signal is likely to be the strongest within range. If the end-
user is tempted by the strong signal and connects manually to the ... to access the Internet, or if the end-
user's computer automatically chooses that connection because it is running in promiscuous mode, the ...
becomes the end-user's Internet access point, giving the attacker the ability to intercept sensitive data such
as passwords or credit card information.

. are not a new phenomenon in wireless transmission. Historically they have been called base
station clones or honeypots. What's different now is that more businesses and consumers are using
wireless devices in public places and it's easier than ever for someone who doesn't have any technical
expertise to create ... . To protect yourself from ... network connections, experts recommend that you
only use public hot spots for Web browsing and refrain from shopping or banking. To protect corporate
data, experts recommend that when wireless, you only connect to the Internet through a VPN and always

use WEP or WPA encryption.
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Ex. 8. Reporting.

You should elaborate the message to clearly deliver it to the class emphasizing the definitions
and important details so that everybody could understand and take notes if necessary.

The preparation is likely to take up to 3-5 minutes of class time.
You should only talk for about 3 minutes.

Prepare short reports with a clear structure: introduction, main body and conclusion.
Use appropriate linking words.

You may add some details to the description you hear during or after the activity.
Make a short presentation of the topics:

gray net

hijacking

browser hijacker
IP spoofing

ANwh~

1. Greynet
Greynet is a term for the use of unauthorized applications on a corporate network. A greynet

application is a network-based program that corporate network users download and install without

permission from their company's IT department. Common examples of greynet applications include
instant messaging, peer-to-peer collaboration and conferencing programs, streaming media players,
and RSS readers.

Many greynet applications, such as instant messaging and collaboration programs, have
legitimate business use and help boost user productivity. Other greynet applications, like peer-to-
peer file and music sharing programs, pose serious security risks and can drain network resources.
User-downloaded programs also can include malicious programs like spyware components for
tracking and reporting information without the user's knowledge. Greynet usage by employees is
thought to be a major contributor to the growth of spyware-related incidents.

All greynets, even those that benefit the end-user, can be detrimental to a company network.
Because they use corporate bandwidth, the programs often have negative effects on overall
network performance. They introduce security risks, including client code vulnerabilities and new
avenues for attack, and can lead to data loss and property or identity theft. Greynets can be
difficult to eliminate because many use encryption and port agility (the ability fo dynamically send
and receive traffic across any open network port), which makes them difficult to detect and block.

2. Hijacking
Hijacking is a type of network security attack in which the attacker takes control of a

communication - just as an airplane hijacker takes control of a flight - between two entities and
masquerades as one of them. In one type of hijacking (also known as a man in the middle attack),
the perpetrator takes control of an established connection while it is in progress. The attacker
intercepts messages in a public key exchange and then retransmits them, substituting their own
public key for the requested one, so that the two original parties still appear to be communicating
with each other directly. The attacker uses a program that appears to be the server to the client
and appears to be the client to the server. This attack may be used simply to gain access to the
messages, or to enable the attacker to modify them before reftransmitting them.
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Another form of hijacking is browser hijacking, in which a user is taken to a different site
than the one the user requested. There are two different types of domain name system (DNS)
hijacking. In one, the attacker gains access fo DNS records on a server and modifies them so that
requests for the genuine Web page will be redirected elsewhere - usually to a fake page that the
attacker has created. This gives the impression to the viewer that the Web site has been
compromised, when in fact, only a server has been. In February 2000, an attacker hijacked RSA
Security's Web site by gaining access to a DNS server that was not controlled by RSA. By
modifying DNS records, the attacker diverted requests to a spoof Web site. It appeared to users
that an attacker had gained access to the actual RSA Web site data and changed it - a serious
problem for a security enterprise. This type of hijacking is difficult to prevent, because
administrators control only their own DNS records, and have no control over upstream DNS
servers. In the second type of DNS hijack, the attacker spoofs valid e-mail accounts and floods
the inboxes of the technical and administrative contacts. This type of attack can be prevented by
using authentication for InterNIC records.

In another type of Web site hijack, the perpetrator simply registers a domain name similar
enough to a legitimate one that users are likely to type it, either by mistaking the actual name or
through a typo. This type of hijack is currently being employed to send many unwary users fo a
pornographic site instead of the site they requested.

3. Browser hijacker

A browser hijacker (sometimes called hijackware) is a type of malware program that alters
your computer's browser settings so that you are redirected to Web sites that you had no
intention of visiting. Most browser hijackers alter default home pages and search pages to those
of their customers, who pay for that service because of the traffic it generates. More virulent
versions often: add bookmarks for pornographic Web sites to the users’ own bookmark collection;
generate pornographic pop-up windows faster than the user can click them shut; and redirect users
to pornographic sites when they inadvertently mistype a URL or enter a URL without the www.
preface. Poorly coded browser hijackers -- which, unsurprisingly, are common -- may also slow your
computer down and cause browser crashes.

Browser hijackers and the pornographic material they often leave in their wake can also be
responsible for a variety of non-technical problems. Employees have lost jobs because of content
and links found on their computers at work; people have been charged with possession of illegal
material; and personal relationships have been severed or strained. In one case in the United
States, a Russian immigrant was convicted for possession of child pornography, although he claims
to have been the victim of a browser hijacker.

Like adware and spyware, a browser hijacker may be installed as part of freeware installation.
In this case, the browser hijacker is probably mentioned in the user agreement -- although,
obviously, not identified as a browser hijacker. The problem is that users typically either ignore
the fine print or only give it a cursory reading. A browser hijacker may also be installed without
user permission, as the result of an infected e-mail, a file share, or a drive-by download. To avoid
contamination, experts advise users to read user agreements carefully, and to be cautious about
freeware downloads and e-mail messages from unknown sources.

4. IP spoofing

IP spoofing, also known as IP address forgery or a host file hijack, is a hijacking technique in
which a cracker masquerades as a trusted host to conceal his identity, spoof a Web site, hijack
browsers, or gain access to a network. Here's how it works: The hijacker obtains the IP address of
a legitimate host and alters packet headers so that the legitimate host appears to be the source.
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When IP spoofing is used to hijack a browser, a visitor who types in the URL (Uniform
Resource Locator) of a legitimate site is taken to a fraudulent Web page created by the hijacker.
For example, if the hijacker spoofed the Library of Congress Web site, then any Internet user
who typed in the URL www.loc.gov would see spoofed content created by the hijacker.

If a user interacts with dynamic content on a spoofed page, the highjacker can gain access to
sensitive information or computer or network resources. He could steal or alter sensitive data,
such as a credit card number or password, or install malware . The hijacker would also be able to
take control of a compromised computer to use it as part of a zombie army in order to send out
spam.

Web site administrators can minimize the danger that their IP addresses will be spoofed by
implementing hierarchical or one-time passwords and data encryption/decryption techniques. Users
and administrators can protect themselves and their networks by installating and implementating
firewalls that block outgoing packets with source addresses that differ from the IP address of
the user's computer or internal network.

Ex. 9. Listening

Listen to the description of a botnet and complete the following summary.

A botnet (also knownasal...... ) is a number of IBn(t);Tnit computers that, although their owners are 2......
of it, have been 3...... (including spam or viruses) to other computers on the Internet. Any such computer
is referred to as 4...... - in effect, a computer "robot" or 5...... that serves the wishes of some master
6...... originator. According to a report from 7...... , botnets -- not spam, viruses, or worms -- currently
pose the biggest §...... to the Internet. A report from 9...... came to a similar conclusion.

Computers that are coopted to serve in this unaware army of the "walking dead" are often those whose
owners fail to provide effective 10...... . A zombie or bot is often created through an Internet port that
has been left open and through which a little 11....... can be left for future activation. At a certain time,
the 12...... can unleash the effects of the army by sending a single command, possibly from an Internet
Relay Channel (IRC) site.

The computers that form a botnet can be programmed to 13...... to a specific computer, such as a Web
site that can be closed down by having to handle too much traffic — 14... ... - or, in the case of spam
distribution, to many computers. The motivation for a zombie master who creates a 14...... may be to
cripple a competitor. The motivation for a zombie master sending spam is in the money to be made. Both

of themrely on 15...... computers that can be turned into zombies.
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RENDERING
Symantec Xxo4eT HogOpPBaTh NOANOJIbHBIH OU3HEC KKPAKH TUYHOCTH»

CrnenanicTbl KOMIAHUU pa3paboTaly CUCTEMY, KOTOpasi OOBICKMBAET MONOIbHBIE BEO-CalThI U
YyaT-pyMbl B IOMCKaxX MH(GOPMAIUH, BHICTABICHHON Ha MPOJIAXKY.

Kak pacckazan aupexkrop Symantec Security Response mo HoBbIM TexHOJIOTHSM OnuBEp
dpunpuxc, cuctema, HazpiBaemas Dark Vision, pazpaborana B cepenune 2006 roja 1 mo3BOJSIET
Symantec «Ha0m01aTh 3a MOANOIFHON IKOHOMHKOI». Symantec ere He pemmia, OyaeT i1 oHa
BKiro4aTh Dark Vision B cBou cemelicTBa mpoaykToB. «I1oka 3To JIUITE MPOTOTHUIT HA paHHEH CTaJNH, —
nosicann @punpuxc. — Ho Mbl BUAMM HECKOJIBKO BO3MOYKHOCTEM, BKIIFOYAsi BO3MOXKHOCTh
IpenynpexaeHus noTpeduTenei, ubsd nH(GOpMalKs BbICTaBIIEHA HA MPOJIAXKY».

«[ToxuTHTENM TMYHOCTH» BCTPEUAIOTCS C MOIMOIBHBIMH ITOKYMATENIMU HH(POpPMAITUH Ha
MHOTOUHCJIEHHBIX BeO-cailiTax «KapJepoBy», a 3aTe€M JI0rOBapUBAIOTCS O KYILJIE-TIPOJIaXe B YaT-pyMax WU
kaHanax IRC. ITo cioBam ®@puipuxca, HOMEp KPEIUTHOM KapThl MOXKHO KYIIHTh Bcero 3a $6, Ho cipocoM
MOJIB3YETCS U Apyrasi UHpopmMalus, Takas Kak HoMepa COI[MaJIbHOTO CTPAaXxOBaHUs, aJipeca U TelIeOHBI.
«Bcro nHpopManuio, y1ocToBepsIONIYIO Ybl0-TO THYHOCTh, MOKHO KYIUTh B cpenHeM 3a $14-$18, —
yTBepKaaeT oH. — Ha camoM Jiesie OHM MPOJAIOT €€ ONTOM.

Dark Vision BEIBOIUT rpadudeckoe MpeicTaBlIeHue JaHHbBIX, «HAPBITHIX» HA 3TUX BeO-caiiTax U B
IRC, ¢ ToUHBIM yKa3aHHEM PaCIOJIOKEHHS CEPBEPA Kapaepa U CyTH NMeperoBopoB. Tak Kak OOJBITYIO
YyacTh MHPOPMALIMU O KPETUTHBIX KapTax KapAepsl MpeasaraiT TaiiHo — U 3a JeHbru, — Dark Vision
00HapyXUBAET JUIIb HEOOJBIIYIO YaCTh YKPAJACHHBIX JaHHBIX, KaK MPAaBUIIO, PETUCTPUPYS TOJIBKO
IpUMEPBI TaHHBIX, BBUJIOXKEHHBIX B (pOpyMax, JUIsl IPOBEPKH JIETUTUMHOCTH MIPO/IaBLIA.

3a nepBbie TpH Mecsa TectupoBanust Dark Vision o6Hapyxuia okoso 800 KpaJeHHBIX HOMEPOB
KpEAUTHBIX KapT. TeM He MeHee, ITOT MHCTPYMEHT, 10 MHEHUI0 PpUipuxca, MOKET 0Ka3aTbCs
MOJIE3HBIM JIJISl SOMUTEHTOB KPEIUTHBIX KapT WM KOMITAHUN, KOTOPBIE UIYT paHHUE MPU3HAKH YTEUKH
UH(pOpMaINH, U, BO3MOXKHO, OyJIeT NCTI0Ib30BATHCS TI00abHON CITyk00i# Oe3omacHocT Symantec.

Symantec — He nepBas KOMIIaHHUs, TOMBITABIIASICA UCIIOJIB30BATh MOI00HYI0 HH(OPMALIKIO B
KoMMepueckux nessix. Hebonpmas ¢upma nz Manmu6y (mrat Kamudopuus) CardCops yxe Uaet B 3ToM
HaIpaBJICHUH, BbIJIABIMBAsI B MHTEPHETE KOMIIPOMETUPYIOIINE TaHHbIE U CO00Iast O HUX
NpeANPUHUMATENSM, BIACTSIM U IOTPEOUTEIISIM.

CornacHo mponuIoroJHUM oneHkaM MunucrepcerBa roctuiuu CIHIA, OT «kpaku JTUYHOCTH
CTpaJlaloT MIJUIMOHBI TOTPEOUTENEH B TOJI, a cymMMa yiiep0a cocraBisieT npuMepHo $6,4 Mip.

HNranbsHckasi moJuIus JUKBHIHPOBAJIa 0aHay (puinepoB

B xozxe onepauuu Phish & Chip uranbsiHcKas moiumius apectoBaa 26 4JeHOB MpeanogaraeMoi
MEKTYHApOAHON MPECTYTHON OpraHU3aIHHy.

Guardia di Finanza 3anepxaina 18 rpaxman Mtanuu u BoceMb BBIXO/1IEB U3 BocTounoii EBporbl,
KOTOpbIE TPa0HIIN KJIMEHTOB TOCYIapCTBEHHOMN MOYTOBOM Ci1y»)0bI Poste Italiane, monp3yronuxcs
OHJIAHOBBIMU OAHKOBCKUMH YCITyTaMH.

«HyXHO TPUBETCTBOBATH YCIIEXU UTATBSIHCKHIX BIIACTEH, TIPECEKAIOIINX MPECTYITHBIC ICHCTBUS
0JJOOHOTO PO/ia, — FOBOPUTCS B 3asBJICHUM CTapIIero KoHcyapTanta Sophos I'pama Koy, —
WHTEepHET-TIPECTYITHUKN MOTYT CKPBIBATHCSI IIPH MTOMOIIN TEXHOJIOTHH, M TTOIUIMHA YaCTO MTPUXOTUTCS
pacIyThIBaTh CJIOKHYIO ayTHHY. QUIINHT «M Kpaska JINYHOCTHY» — 3TO TI00aibHbIe TPOOIeMbl, U
roCyJapcTBa IOJHKHBI TECHEE COTPYAHUYATH JPYT C IPYTOM, YTOOBI MPUBIIEKATH KHOSPTIPECTYITHHKOB K
Cydy. DTH apecThl HOJYEPKUBAIOT BCe 00JIee OPTaHU30BAHHYIO IPUPOLY MEXKITYHAPOAHBIX OaH[
OXOTHHUKOB 32 MePCOHATLHBIMU JTAHHBIMHU, 1 OYEHb MHOTO (DUIIIEPOB €Ille MPOI0IDKAI0T Oe3HAKA3aHHO
OpYJOBATHY.
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CornacHo MoMUIEHCKOMY OIOJUIETEHIO, TPYIIION pyKOBOAWT 22-JIE€THUH XaKep, KOTOPBIN
MIPU3HAJICS, YTO OHHU pacchuiayii coobmenus e-mail ot umenu Poste Italiane. 9Tu cooOmeHus
HATIPABIISLIIN JKEPTBBI Ha 3apYOCIKHBIE CePBEPHI, KOMTMPOBABIIIHE BEO-CANTHI pealbHBIX OAHKOB, TIOCTIE YET0
UX cyUeTa OMyCTOIAJINCh XaKepaMH MPY MOMOIIIH MepeXBaAYEHHBIX JIOTUHOB. JIeHbI'M MepeBOIMINCH Ha
kapTel Postepay, KoTopbie 4ieHbl OaH bl HeJIeTaTbHO aKTUBH3UPOBAIIH.

[Tonuiust cooOIIaeT, 4TO PyKOBOAUTEIND IPYIIIHI ObLIT KOHCYJIBTAHTOM IO 00pabOTKe TaHHBIX U
MOMOTJT UTATBIHCKIM KOMITAHUSM MPEIOTBPALIATh MOIIICHHHYECTBO C KPEAUTHBIMU KapTaMHU.

Vsa3zsumocts Gmail mo3Bosisier KpacTh CO00IIEHUS

VYyetnsie 3anucu Google Gmail jgerko B3momMaTh C TeéM, 4TOOBI TIEPEaIPECOBLIBATH JIOOBIE CTaphIe
— M HOBBIE — COOOIIIEHNUS Ha COOCTBEHHBIN aJpec 3JI0YMBIIUICHHUKA, YTBEP)KIAeT U3BECTHBIN OXOTHHK 32
Oaramu.

Va3sumocts Gmail, OTHOCSIIASCS K KATETOPHH «MEKCANTOBOW MOJMEHBI 3arpoca (cross-site
request forgery - CSRF), o6Hapy»xun 6putanckuii oxoTHuk 3a 6aramu Iletko IletkoB (Petko Petkov),
KOTOPBIH YK€ MPOCTaBUIICS TPOMKUMH HaxoJkaMu. 3a mocienHue 18e Henaenu [letkoB oOHapopoBa
nH(pOpMaInIo 0 cephe3HbIX Mpobdenax B 3amute Apple QuickTime, Microsoft Windows Media Player u
Adobe Portable Document Format (PDF).

He packpsiBas neraneii, [IeTkoB yTBep:kK1aeT, YTO 3JI0yMBIIIIEHHUKHA MOTYT UCIIOJIb30BATh B
cBoux nessax ¢pynkuuio ¢punbrpa Gmail. XKeptsa, 3apeructpuponasmucsk B Gmail, 707KHA TOCETUTH
BPEJIOHOCHBIN BE0-CalT, KOTOPBINA, MPUMEHSET 110 OTHOIIECHUIO K OJJTHOMY M3 HHTEP(PEHCOB MPUKITATHBIX
nporpamm Gmail cienmanpayto HTML-komanny (IletkoB HazbiBaeT ee multipart/form-date POST),
MOCJIE Yero BBOJUT B CIIUCOK (PMIBTPOB MOJIB30BATENS BPEAOHOCHBIN QUIBTP.

[TeTkoB momecTit Ha caliT Gnucitizen.org cepuio CKPUHIIOTOB, WITIOCTPUPYIOIIUX OJHY
BO3MOXKHYIO aTaky. «B 3ToM nmpumMepe 3710yMBIIUIEHHUK CO3aeT (PUIBTpP, KOTOPBIA MPOCTO HAXOIUT
COOOIICHHUS C BIIOKEHUSIMH U TIEPECHUIAET UX 110 YKa3aHHOMY UM ajipecy, — mnoscHsieT [leTkoB. —
Wwmeiite B BUaY, uTo naxe eciau Google ycTpaHUT MepBOHAYAIBHYIO YSI3BUMOCTh, PUIBTp Oyner
nepechlIaTh COOOIIEHHUS 10 TEX MOp, IIOKA OCTACTCS B CIIUCKE».

B xomMenTapuu k noctuHry IleTkoBa B kauecTBe crioco6a mpo(uIakTUKY Mpeaaraercs
pacmupenue 1 Firefox, cnoco6Hoe 3a010kupoBaTh SKCIIONTH 6ara Gmail. [xopmaxuno Maone, aBTop
nonyJsipHoro pacmupenus NoScript, yrBepkaaeT, uto oHo omokupyet araku CSRF. (NoScript
onokupyer o0ble ciieHapuu JavaScript, Java u Ipyroil HCIIONHSAEMBI KOHTEHT C T€X CaliTOB, KOTOPBIM
MOJI30BaTENh HE JIOBEPSET. )

Kak u B cimyyae ¢ 6arom B popmare daitnos Adobe PDF, kotopsiii IleTkoB oOHapozoBan Ha
MIPOIIJION HeNesIe, OH 3alllUIIAeT CBOE PelIeHne omy0ankoBaTh HHGopmMaruio 06 ysa3sumoctr Gmail 6e3
npeaBapuTensHoro ysegomienus Google. IlpaBaa, ero o0bpsicHeHHE KaXKeTCsl HECKOJIBKO TYMaHHBIM:
«lomycTum, 3T0 OAMH U3 MOUX COIMAIIBHBIX AKCIIEPUMEHTOBY, — MHIIeT [1eTkoB.

I'maBubrit Texnonor WhiteHat Security Inc. [xepemu I'poccman HazbiBaet 6ar Gmail «ocobeHHO
nyrapmumy. B cBoem 6110re 0H 00BSCHSAET: «YYETHBIC 3aITUCH BEO-TIOUTHI TOPa3io IeHHee 0AaHKOBCKUX
CYETOB, TaK KaK OTKPHIBAIOT JOCTYI KO MHOTUM JAPYTUM OHJIAHHOBBIM yUETHBIM 3aIUCsIM (OJIOTH,
0aHKOBCKHUE YCIYTH, HIOMUHT U T.II.). DKCIUTyaTUPOBATh TaKHE YSI3BUMOCTH JIETKO, O€30MacHO U OYEHb
MYIPO».

[TeTkoB no6aBisieT k 5TOMY COOCTBEHHBIE J[Ba IIeHTa: «B Bek, Korja Bce JaHHbIE HAXOATCS B
OJTHOM O0J1aKe, 370yMBIIIIEHHUKaM HEeT CMBICIIa B3JIaMbIBaTh Balll KOMIbIOTEp. ['opa3no mpore
YCTaHOBUTH OJIMH U3 TaKUX IIMUOHIIMUX QuibTpoB-n1azeek. Game over! OHU HE KOHTPOJIUPYIOT Bally
MaIlliHYy, 3aTO OHU KOHTPOJMPYIOT BacC, a 3TO rOPa3io BHITOJAHEE.

27 cenmsaobps, 2007
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B noxymenrtax PDF o0Hapy:xeHa cepbe3Hasi yI3BHMOCTD

Bpuranckuii OXOTHHK 3a 6aramu, HeIaBHO OOHAPYKHUBILUIL 1B€ KPUTHUECKHE OLTHOKU B
nonyJspHeIX (hopmaTax MenuadaitioB, yTBEpKIaeT, YTO YI3BUMOCTh B Be3zecylieM hopmate daiiaoB
Adobe PDF M0:HO HCIIONB30BaTh Ul MOTY4YEeHUs1 KOHTPOJs Haj cucteMamu Windows XP.

B uwetBepr cnernmanuct nmo 6e3onacHoctH [letko [leTkoB, HEAem0 Ha3a ] COOOIIMBIITHI O
HencrpasieHHo# ommOke B Apple QuickTime, a BO BTOpHHK — 00 aHaJIOTHYHOM KPUTHUYECKOM Oare B
Microsoft Windows Media Player, 3asBui, utro Adobe Acrobat Reader Toxe conep uT cepbe3HyIO
ySI3BUMOCTb.

[TetkoB yTBepx)aaeT, uTo ysa3BuMmocTb PDF He uier Hu B Kakoe cpaBHEHHUE ¢ OaraMu B
menuadaiinax. «lokymentsr Adobe Acrobat/Reader PDF moxxHO rcmons3oBath i B3noma Windows-
CHUCTEM, — YTBEPKJIaeT OH B CBOeM OJore 3a maTHuIly. — [lomHoro B3noma!!! HesametHo u 6e3
capoca!!! Bee, 9T0 17151 3TOT0 HYXKHO, — OTKPBITh AOKyMeHT PDF uin nmoceTuTh copepikaryto ero Beo-
CTpaHUILY».

B cnyuasx ¢ QuickTime u Windows Media Player IleTkoB npuBen mpuMeps KoJa SKCIIOHTOB.
Ha ceii pa3 on pemun 3Toro He aenartb. «[Ipobiema ciumkoM cepbe3Ha, yIuThIBask TOT GakT, 4To
nokymeHTbl PDF cocraBnstoT ocHOBY coBpeMeHHOro 6u3Heca, — nuiiet [letkoB. — K tomy sxe Adobe
MO>KET OHAJOOUTHCS BpeMsl [IJIsl UCTIPABJICHUS CBOEro (PMPMEHHOTO POAYKTa, IOITOMY 51 HE MOTY
nyonukoBaTh HUKakue POCs [proof-of-concepts]. Moxere moBeputs MHe Ha cioBo. POCs OynyT, Kak
TOJIKO MOSIBUTCSI OOHOBIICHUE.

HecMmotps Ha oTCyTCTBHE JOKAa3aTENbCTB, Symantec roroBa noBeputh IleTkoBy. «XO0Ts B JaHHBIN
MOMEHT 3TH 3asiBJICHU MOATBEPAUTH HENb3s, TOT UCCIEA0BATENb YXKE BBISBHI HECKOJIBKO YSI3BUMOCTEH,
U €My, 110 BCEil BUIMMOCTH, MOKHO JIOBEPSITHY, — MHILET KOMIAHHUS B IPEIYIPEkKIECHUH IS KITUSHTOB
cBoeH CiryObI onoBereHust 06 yrposax DeepSight.

«Moii coBeT BaM — He OTKpbIBaTh HUKakue (aiiiasl PDF (Hu n1OoKanbHO, HU JUCTAHIIMOHHO)», —
roBopurt I[letkos. I1o ero cioBam, oH MpOBEpPHMIT HA TECTAX U YOEIUJICS, YTO ySI3BUMOCTh MPUCYTCTBYET B
nocneanei Bepcun Acrobat Reader 8.1, u ee MoxkHo 3kcruryatupoBath Ha [IK ¢ Windows XP SP2.

DTO0 HE MepBBIN 0ar, 0OHapyXKeHHBIN B omyisipHoM (Gopmare ¢aiimoB Adobe PDF nnu
nporpaMmax Juis Co3/laHus 1 oToOpakeHus Takux (ainoB. Hampumep, B ssHBape Adobe o6HOBHMIIA
Reader u Acrobat na Bepcuto 8.0, 4TOOBI HCKITIOUNTH YSI3BUMOCTh THIIA Cross-site scripting. 24 cenmsops,
2007

«'nmynbie» ommoku B Oracle 11g

[Tocnenusis Bepcust prmarmanckoii 6a3pl JanHbIx Oracle 3amuiena gydiine npeabIynuX, 0 JHaKO
OLIMOKU MPOrPaMMHUCTOB OCTaBWIIU B HEH YA3BUMOCTHU, KOTOPBIE 3T0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh
JUTSL KPaXKU TaHHBIX.

«B 11g Oracle nocturiia 60JbIIOroO MPOTpecca, HO 1 00OHAPYKUIT HEKOTOPBIEC YI3BUMOCTH,
KOTOPBIC SBIISIOTCS CIIEICTBUEM TIYIBIX OIIMOOK MPOTPpaMMHUPOBAHUS, — CKa3ald AJIEKCaHIp
KopuOproct, ynpasmistomuii tupektop Red Database Security GmbH, B mHTEpBBIO Ha KOHPEPEHITUN
Hack In The Box (HITB) Security Conference 2007, B Kyana-JIymmyp (Manaii3us). — Oracle cnemyet
MIPOBECTH JINKOE3 Cpeir CBOMX MPOTrPAMMHUCTOB, YTOOBI OHU HE OCTABIISIIN TAKUX MPOCTHIX
YA3BUMOCTEN».

KopHuOprocT momoraeT KpymHbIM KOMIIaHUSM TTPOBEPSITH 0€30MacHOCTh cBouX 0a3 qaHHbIX Oracle.
Uccnenoras 10, o o6Hapyxmn ys3BuMocta Tumna SQL injection, KOTOpbIE TO3BOJISIOT
37I0YMBIIICHHUKAM HCTIONHATh BPEJOHOCHBIN Koj. OH Hallen Takke crocod 000NTH cpeficTBa KOHTPOJIS
B 11g u apyrux Bepcusx CYB]], 9To MOXKeT cBeCTH Ha HET YCUIIUSI KOMIIAHHUH 110 TAPAaHTHPOBAHHOMY
COOJTIOICHUIO HOPMATUBHBIX TPEOOBAHMIA.

Ha HITB, xotopast npomutcst 10 6 ceHTs10ps1, KopHOprocT pacckakeT 0 HEKOTOPBIX YS3BUMOCTSX
Oracle, HO He packpoeT cBoero MeToj1a 00Xo0/a CpeACTB KOHTPOJIS A0 TeX Mmop, noka Oracle He pemuT 3Ty
npobaemy. HekoTopsle ys3BUMOCTH, KOTOpbIe 00Hapy )1 KOpHOPIOCT, OTpakaloT apXUTEKTypHbIE
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npo6aemsl CYB/] Oracle. Ha xondepeHnnn oH iaHUpyeT MpoIeMOHCTPUPOBATH, KaK TaKKue MPOOIeMBbI
MO3BOJISIIOT 3JI0YMBIIIIEHHUKaM 00XOUTh HOBeHIIMe cpezcTBa 3amuThl Oracle, Bkirouas Oracle
Database Vault u Oracle Audit Vault.

Beuny kputrnueckoii posm, kotopyto CYB]] Oracle urparot B 6u3Hece KpyImHbIX KOMIIaHUH, a
TaKXe IIMPOKOTo CIeKTpa miardopM, noaaepxkuBaembix 3TuM 110, pacxosl 1 Bpemsi, HEOOXOAUMBIE IS
YCTPAaHEHUs YSA3BUMOCTEN, MOTYT JOCTUTaTh KOJOCCAIbHBIX pa3MepoB. KopHOprocT npuBen B mpuMep
HEMELIKYI0 KOMITaHu1o, B koTopoi 8000 6a3 manubix Oracle. {51 yCTaHOBKH OJJHOT'O UCTIPaBJICHUS el
MOXET MOTPeOOBaThCs 32 THIC. YaCOB pabOTHI, IO YETHIpE Yaca Ha 0a3y aHHBIX. DTO BhIIMBaeTcs B 60
IITATHBIX aIMUHUCTPATOPOB — 0O€3 y4yeTa Tpyno3aTpaT Ha TECTUPOBAaHKUE UCTIpaBICHUH Ha Kax1oil B/

Jlist kaxaoi ycTpansemMon ys3BuMocTi Oracle mpuxoauTcst pa3padaTsiBaTh 3alIaTKy Ha KaXIYHO
NOJIEP’KUBAEMYIO BEPCUIO CBOEH 0a3bl JaHHBIX JUIS KAXKAOH anmapaTHO! MIaTGOpPMBI U OTIepaliMOHHON
cucTeMsl. B pe3ynbrare Ui yCTpaHEHUs! OJHOW YSI3BUMOCTH BBIITYCKAE€TCsl OKOJIO CTa OTACIIBHBIX aTYEH.

Bupryaauzauus — He rapaHTusi 0€30aCHOCTH

OaHMM U3 IPEUMYIIECTB BUPTYAIHU3alMK CYUTANIach 0€30M1aCHOCTb, OJIHAKO COTJIACHO HEJIABHEMY
UCCJIEIOBAHUIO, 3TO YK€ HE TaK.

Hosoe BpenonocHoe 1O criocoGHO onpeaensiTh, 4TO OHO pabOTaeT BHYTPH BHPTYATbHOU
MAIIMHBI, U B 3aBUCUMOCTH OT 3TOI'0 MEHATH CBOE MoBeAeHuE. «CKpbITh CylliecTBOBaHHE BM
MPUHIUIINAIBHO HEBO3MOKHOY, YTBEPKIAIOT aBTOPBI OTYETA B OTBET HA BHICKA3bIBAEMBIE HEKOTOPBIMU
pa3paboTYMKaMM TEXHOJIOTHH BUPTYaAIU3alMN U CPEICTB OE30MAaCHOCTH HAAEKAbI Ha CO3/IaHHE
HeoOHapyxuBaeMbix BM.

JIOKyMeHT, Ha3bIBaeMblil «COBMECTUMOCTH U ITPO3PAUYHOCTh HE OJIHO U TO K€: MU]BI U
peallbHOCTh OOHAPYKEHUSI MEXaHU3MOB YIPaBJIEHUSI BUPTYAIbHBIMU MalllMHAMU», OMyOINKOBaH
nocrapmukam [10 Buptyanmzamuun VMware 1 XenSource COBMECTHO ¢ yueHbIMH U3 CTIH(POPACKOTO U
Kapuerun-MemnoHckoro yHUBEpCUTETOB. B HEM 00cy)aaeTcsi BO3MOKHOCTH UCIIOJIb30BaHUS
BUpPTYyalbHBIX MalvH (BM) B kauecTBe criocoba nepexsara aTak pyTKUTOB — TaK Ha3bIBAEMOT'O
XOHHUITOTHHTa — a Takke JJis1 oOHapyxeHwus yepBeil. Hanexxipl Ha 3TO onupanuch Ha HECIIOCOOHOCTh
o0bryHOTO BpeoHocHoro 10 pacno3HaTh, YTO OHO aTaKyeT HE PeaJbHYI0, PU3NUECKYIO MAIIUHY.

ABTOpBI OTMEYAIOT, YTO 10 aHAJIOTUYHBIM IPUYWHAM MOCTABIIUKN aHTUBUPYCOB CTAPAIOTCS
OTIpaB/IaTh UCIONb30BaHKe UMH BM 1115 mneHTH(PUKAIMK HOBBIX 3KCIIOWTOB. Jlpyrue npeyiaraior
HCIIOJIb30BaHUE BUPTYyaIU3allK Il arpeccud B opMe pyTKUTOB Ha 6aze BM B Hazex e Ha To, 4TO
IIPO3pAaYHOCTh MEXaHNU3MOB ympasieHuss BM (VMM) ckpoeT ux npucyTcTBHE U CO31acT UICAIbHYIO
wiatopmy A aTak... Mbl cuutaeM, 4to TpedyemMasi s ATUX LeNlel MPO3payHOCTh HEOCTHKUMA HU
CETOMHS, HU B OYIyIIEMY.

CornacHo oTueTy, mpobiieMa 3aKJII0YaeTcsl B TOM, UTO 3TU pa3pabaTbiBaeMble CPEICTBA 3aAIUTHI
OTTAJIKMBAIOTCA OT MPEATOJIOKEHUS, OyITO €CIIM BCE TEXHUYECKHUE XapaKTEPUCTUKU COBIAJIAIOT C
peanpHOM MammHOH, TO [TIO He MOXET 0OOHAPYKUTH, YTO HAXOAUTCS B BUPTyaJIbHOU cpejae. OHaKko
CYILLECTBYIOT BaXKHbIE IIPU3HAKH, KOTOPbIE BBIAAOT IpucyTcTBUE BM. « BupTyansHas peanusanus dTo1
ApPXUTEKTYPHI CYIIECTBEHHO OTIMYAETCS OT GU3NYECKUX peanu3alnuii... Jloruueckue pa3anuus COCTOAT B
CEMaHTHYECKUX OCOOCHHOCTSAX MHTEp(elCOB peaqbHON 1 BUPTYaJIbHON anmaparypsl. bonbImHCTBO
COBPEMEHHBIX METOI0B OOHapyx)eHuss VMM ucnons3yror ocobeHHocTr naTepderica BupryaibHoro 111
VMM, takoro kak VMware Player nnu Microsoft VirtualPC, koTopslii HapyiaeT apXuTekTypy X86».

J11g mo1aBMsoIEero O0NbIIMHCTBA TPOrPaMM ATH U APYTUE PA3INYUsl HE UMEIOT 3HAUCHUS,
nos3ToMy VMM He nbITatoTes CKpbITh UX. Ho mporpammel MoryT oOHapyxuBath paznuuus B LT,
3alIOMHUHAIONIMX YCTPOUCTBAX U IpaiiBepax yCTPOMCTB, IIaBHBIM 00pa3oM MOTOMY, YTO Pa3pabOTUYUKU
VMM 6osbiiie cocpeoTOYSHBI Ha COBMECTUMOCTH U TIPOU3BOIUTEIBLHOCTH, YeM Ha BO3MOKHOCTH
0OHapy>XeHHs WM 0€30MMaCHOCTH B LIETIOM.

B pesynbrare, 3aKkit04aroT aBTOPHI, «IIPOCTOTA CO3AaHUsI HOBBIX METO/I0B OOHAPYKEHUS
MpEAnoaraeT, 4YTo 00eCIeYnTh MOJHYIO TPO3padHOCTs VMM mpakTUuecKu HEBO3MOKHOY.

1 aseycma, 2007
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Symantec Xxo4eT HogOpPBaTh NOANOJIbHBIH OU3HEC KKPAKH TUYHOCTH»

CrnenanicTbl KOMIAHUU pa3paboTaly CUCTEMY, KOTOpasi OOBICKMBAET MONOIbHBIE BEO-CalThI U
YyaT-pyMbl B IOMCKaxX MH(GOPMAIUH, BHICTABICHHON Ha MPOJIAXKY.

Kak pacckazan aupexkrop Symantec Security Response mo HOBbIM TexHOTOTHSIM ONUBEp
dpunpuxc, cuctema, HazpiBaemas Dark Vision, pazpaborana B cepenune 2006 roja 1 mo3BOJSIET
Symantec «Ha0m01aTh 3a MOANOIFHON IKOHOMHKOI». Symantec ere He pemmia, OyaeT i1 oHa
BKiro4aTh Dark Vision B cBou cemelicTBa mpoaykToB. «I1oka 3To I TPOTOTHUIT HA paHHEN CTaaNH, —
nosicann Opunpuxc. — Ho Mbl BUAMM HECKOIBKO BO3MOYKHOCTEM, BKIIFOYAsi BO3MOXKHOCTh
IpenynpexaeHus noTpeduTenei, ubsd nH(GOpMalKs BbICTaBIIEHA HA MPOJIAXKY».

«[ToxuTHTENM TMYHOCTH» BCTPEUAIOTCS C MOIMOIBHBIMH ITOKYMATENIMU HH(POpPMAITUH Ha
MHOTOUHCJIEHHBIX BeO-cailiTax «KapJepoBy», a 3aTe€M J0rOBapUBAIOTCS O KYILJIE-TPOJIaXe B YaT-pyMax WU
kaHanax IRC. ITo cioBam ®@puipuxca, HOMEp KPEIUTHOM KapThl MOXKHO KYIIHTh Bcero 3a $6, Ho cipocoM
MOJIb3YETCS U Apyrasi uHpopMalus, Takas Kak HoMepa COI[MaJIbHOTO CTPAaXxOBaHUs, ajJipeca U TelaeOHBI.
«Bcro nHpopManuio, y1ocToBepsIOLIYIO YbI0-TO THYHOCTh, MOKHO KYIUTH B cpenHeM 3a $14-$18, —
yTBepKaaeT oH. — Ha camoM Jiesie OHM MPOJAIOT €€ ONTOM.

Dark Vision BEIBOIUT rpadudeckoe MpeicTaBlIeHue JaHHbBIX, «HAPBITHIX» HA 3TUX BeO-caiiTax U B
IRC, ¢ TOUHBIM yKa3aHHUEM PaCIOJIOKEHHS CEPBEPA Kapaepa U CyTH NMeperoBopoB. Tak Kak OOJBITYIO
YyacTh MHPOPMALIMU O KPETUTHBIX KapTax KapAepsl MpeasaraiT TaiiHo — U 3a JeHbru, — Dark Vision
00HapyXHUBAET JUIIb HEOOJBIIYIO YaCTh YKPAJACHHBIX JaHHBIX, KaK MPaBUJIO, PETUCTPUPYS TOIBKO
NpUMEPBI TaHHBIX, BBIJIOXKEHHBIX B (JOpyMax, JUIsl IPOBEPKH JIETUTUMHOCTH TIPO/IaBLIA.

3a nepBbie TpH Mecsa TectupoBanust Dark Vision o6Hapyxuia okoso 800 KpaJeHHBIX HOMEPOB
KpEAUTHBIX KapT. TeM He MeHee, ITOT MHCTPYMEHT, 10 MHEHUI0 PpUipuxca, MOXKET 0Ka3aThbCs
MOJIE3HBIM JIJISl SMUTEHTOB KPEIUTHBIX KapT WM KOMITAHUN, KOTOPBIE UIYT paHHUE MPU3HAKH YTEUKH
UH(pOpMaINH, U, BO3MOXKHO, OyJIeT NCTI0Ib30BATHCS TI00abHON CITyk00i# Oe3omacHocT Symantec.

Symantec — He nepBas KOMIIaHHU s, TOMBITABIIASICA UCIIOIB30BATh MOI00HYI0 HH(OPMALIHIO B
KoMMepueckux nessix. Hebonpmas ¢upma nz Manmu6y (mrat Kamudopuus) CardCops yxe uaet B 3ToM
HaIpaBJICHUH, BbIJIABIMBAsI B MHTEPHETE KOMIIPOMETUPYIOIINE TaHHbIE U CO00Iast O HUX
NpeANPUHUMATENSM, BIACTSIM U IOTPEOUTEIISIM.

CornacHo mponuIoroHUM orneHkaM MunuctepcetBa roctuiuu CIHIA, OT «Kpaku JIUYHOCTH
CTpaJlaloT MIJUIMOHBI TOTPEOUTENEH B TOJI, a cymMMa yiiep0a cocraBisieT npuMepHo $6,4 Mip.

31 urona, 2007

Symantec npeacrasuiia crpareruto Consumer Identity

Komnanus HazieeTcs BKIIOYUTHCS B OM3HEC ayTeHTU(UKAIIUY ITOTpeduTeNell B oHaiiHe, 00beM
koToporo k 2011 roay npeamnoaokuTeIbHO cocTaBuT $1,1 mip.

B cpeny, na xoudepentmu DEMO 07, Symantec mpoieMOHCTpUpOBaia HOBBIH KIMEHT JUIs
YIOCTOBEPEHUS TUIYHOCTH, OCHOBHOW KOMIIOHEHT cBOei nHUIMATHBEI Security 2.0. [Iporpamma, koTopas
HAXOJUTCS B cTaAuu pa3paboTku, Oyaer HazbiBaThesl Norton Identity Client u cTaHET epBBIM LIArOM TIO
pealin3aluy pacCYuTaHHOro Ha 1-2 roja mpoekTa, KOTOPbI JOKEH CBA3AaTh CEPBUCHI C MPOTPAMMHBIM
o0ecrieyeHrneM, a NOTpeduTeNneil — ¢ mpeAnpuATUIMHU. Symantec CpaBHUBAET CBOM KIMEHT €
MEXTYHApOJAHBIMU BOJIUTEIBCKUMH MPABaMU — OH OYJET CIY>KUTh YIOCTOBEPEHUEM JTHUHOCTH
HOKYyHaTesst U MPOAaBIIOB.

[IporpaMma colep>KUT U HHCTPYMEHTHI JIJIs OKYHaTesel, O3BOJISIONIUE, HATPUMED, TOy4aTh
CBEJICHUS O penyTalliy caiiTa, BKIOYas BpeMs PErucTpalyy JOMEeHa, UK 00 UCIOJIb30BAHUN CANTOM
M3BECTHOTO I poBOro ceprudukara GpuirepoB U reHEpUPOBaTh OJTHOPA30BBIC apeca e-mail s
MOTEHIMAIBHO «CHaMSIIIUX» BeO-CalTOB.

Norton Identity Client 6yeT He3aBUCUMBIM OT MTPOTOKOJIA. Symantec IaHuPyeT MOAIePKUBATh U
cUcTeMy XpaHeHHs HU(POBBIX yaocToBepeHuil muunoctu Microsoft CardSpace, u cpeny
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ayreHTU(uKanuu open-source OpenlD. Knuent Oyzaer noanepKuBaTh TakKe OJHOPA30BbIE APOIH C
WCITOJIb30BaHUEM cIiennaibHOTO yeTpoiicTBa USB, KOTOphIe HAUMHAIOT MTPAKTUKOBATh HEKOTOPHIE OaHKH
u Opokepckue (GUPMBI U KOTOPBIE YK€ B 3TOM IOy HAUHYT MPUMEHSTHCS IS 1e0ETHBIX M KPEAUTHBIX
kapt B CIIIA.

YroObI aTh CTAPT CBOEMY KIMEHTY ayTeHTH(UKalKU, Symantec BOCIIONIb3YeTCs CUCTEMOM
Norton Account, KOTopasi XpaHHUT KJIFOUU NOTPEOUTETHCKUX MPOTPAMMHBIX IPOIYKTOB Ha CEpBEpax
KOMITAHWUH Ha TOT CITy4aii, €ClIM 3TU MPOIYKTHI MPUAETCS IepeyCTaHaBINBaTh. Symantec yTBEpXkK/IaeT,
YTO B ATOW CUCTEME 3aperCTPUPOBAHBI CBBIIIE [TOJIOBUHBI MTOJIb30BATENEH €€ MPOJYKTOB CeMENCTBA
Norton.

Onnako moka Hen3BecTHO, kak nMeHHO Norton Identity Client Oyaer pactipocTpaHsATbCs Cpeau
notpebureneii. Bo3aMoxHo, 4T0 OH OyJeT npojaBathes oTenbHO, Kak Norton Confidential, wmu e
OyJleT BCTPOCH B IpyTHe MOTPEOUTENIbCKUE TTakeThl Symantec, Takue kak Norton Internet Security.

«MpsI X0THM, 4T00BI ¢ ToMonIsio Norton Identity Client moTpeburenu oOpeny yBepeHHOCTb IPH
OHJIATHOBBIX OMEpAILMSIX, a MPEANPHUATUS CMOTJIA COCPEAOTOUYNTRCS HE HAa ayTeHTU(UKAINH, a HA CBOEM
OCHOBHOM Ou3Hece», — pacckasan apxurekrop 110 Symantec bpaiian XepHaku.

1 gpespana, 2007
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UNIT 5. PIRACY. COPYRIGHT.

Warming up

Ex.1. Discussion

What is piracy in the general English?

What is piracy in computing?

What types of piracy in computing do you know?
What derivatives of the word “piracy’ do you know?
What is copyright?

Mainstream

Ex.2. Reading. Learning facts.

piracy
Software piracy is the illegal copying, distribution, or use of software. It is such a profitable

"business" that it has caught the attention of organized crime groups in a number of countries.
According to the Business Software Alliance (BSA), about 36% of all software in current use is
stolen. Software piracy causes significant lost revenue for publishers, which in turn results in
higher prices for the consumer.

When you purchase a commercial software package, an end user license agreement (EULA) is
included to protect that software program from copyright infringement. Typically, the license
states that you can install the original copy of software you bought on one computer and that you
can make a backup copy in case the original is lost or damaged. You agree to the licensing
agreement when you open the software package (this is called a shrink wrap license), when you open
the envelope that contains the software disks, or when you install the software.

Software piracy applies mainly to full-function commercial software. The time-limited or function-
restricted versions of commercial software called shareware are less likely to be pirated since
they are freely available. Similarly, freeware, a type of software that is copyrighted but freely
distributed at no charge, also offers little incentive for piracy.

Types of software piracy include:

Softlifting: Borrowing and installing a copy of a software application from a colleague.
Client-server overuse: Installing more copies of the software than you have licenses for.
Hard-disk loading: Installing and selling unauthorized copies of software on refurbished or new
computers.

Counterfeiting: Duplicating and selling copyrighted programs.

Online piracy: Typically involves downloading illegal software from peer-to-peer network, Internet
auction or blog. (In the past, the only place to download software was from a bulletin board system
and these were limited to local areas because of long distance charges while online.)

Ex.3. Discussion
What is your opinion of software piracy?
Moral aspects of piracy.

Rendering

Cetb nporuia MUMO
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TocOyma 3awumuna uHmenieKmyanbHyio coocmeenHocms noscrody, kpome Hnmeprema
JIMUTPUU MUT'YHOB

OupMy, CUCTEMATHUECKH 3aHUMAIOLIYIOCS Kpakeld HHTEJUIeKTyalbHOH coOctBeHHocTH, ¢ 2008 Toma MoryT
JUKBUIUPOBaTh. Takass HoOpMa COAEp)KUTCS B 4eTBepTol yacTu I'paxkaaHckoro xkonekca PO, npunsaroit ['ocaymoit
BYepa BO BTOpoM ureHuH. Jlo VIHTepHETa, B KOTOPOM C 3aIlUTON aBTOPCKUX IPaB IIOJOXKEHUE XYXKE HEKyla, Yy
JEIyTaTOB PYKH I10Ka HE JOILLIH.

3aKOHOIPOEKT ONpeneNseT UCUEPNBIBAIOIINN MepeYeHb BHJIOB WHTEIUICKTYAIbHONW AEATENFHOCTH, MOAJISKAIINX
IPaBOBOM OXpaHEe: IPOM3BEICHUS HAYKH, JMTEPaTypbl U HCKYCCTBAa, HOY-Xay W IPOMBILIUIEHHbIE 00pas3Lpbl,
nporpaMmsl 111 OBM, 6a3bl JaHHBIX U TONOJOI'MU MHTETPajbHBIX CXeM, (pUPMEHHbIC HAUMEHOBAHUS U CPECTBA
WMHIWBUAYaTU3alnd. 3aKpeIusieTcs HCKITIOUYUTEIBHOE PABO aBTOPa Ha MPOU3BEACHIE — B TEUCHHUE BCEH €T0 KU3HH
u 70 et mocne cMepTH — ¢ BO3MOKHOCTBIO TIepexo/ia IpaBa K APYrHM JIMIaM TOJIBKO Ha OCHOBAHWH JIOTOBOpA.
Kax pacckazan «HoBbeim M3BecTusim» uneH koMmurera ['oc1yMbl 10 KOHCTUTYLIHOHHOMY, TPaXAaHCKOMY
Y yroJIOBHOMY 3akoHoaaTenbCTBy [letp [llenunin, oqHUM U3 KITFOUEBBIX HOBOBBEACHMM 3aKOHA
CTaHOBUTCS MOBBILICHUE OTBETCTBEHHOCTH 32 HAPYIICHUE UCKIIOUNTENIbHBIX aBTOPCKHUX IpaB. «B ciryyae
HEOJIHOKPATHOTO WK 0c000 Irpy00ro HapylIeH!s OTBETCTBEHHOE 32 3TO IOPUINYECKOE JTUI0 MOKET ObITh
JUKBUIMPOBAHO TI0 PEUICHHUIO CyJa, — OTMETHII aenyTaT. — [Ipu a3ToM 060pynoBaHue, HCIIOIH30BAHHOE
JUTSL KpaXKu COOCTBEHHOCTH, JIOJKHO OBITh YHHUUTOKEHO 32 CUET €T0 BIIAJENIblIay.

HNHTepecHo, 4TO COBCEM HENIAaBHO, B CEHTSAOpE, OMPaBKH, HATIPABICHHBIC HA YKECTOYCHHE CAHKIIUMA
MPOTHUB «IIUPATOBY, ObLTM BHECEHBI U B YTOJIOBHBIN KoJeke. VX mpecTyrmienus ObUIH OTHECEHBI K
KaTEerOpUH «TSHKKUX» U CTAITU KapaThCsi MAKCHMAITLHBIM CPOKOM JIHIIEHUsI cBOOO 1B Ha 6 nieT. 1o cioBam
r-va lllenuia, rpanuna Mexay aAMUHUCTPATUBHBIM U YTOJIOBHBIM IPECieI0BaHUAMU MO (PaKTy
HaApPYIICHUS aBTOPCKHX IPAB MPOJIEraeT M0 CTOMMOCTH MPOU3BEIEHHOTO KOHTpadaKkTa — 2 ThIC.
noJutapoB. Te, KTo HaKOMUpPOBaJ, ckaxkeM, TUCKoB ¢ [10 Ha OoblTyi0 cyMMy, PUCKYET YBUAECTh HEOO B
KJIETKY.

N3menenus B ['paxk1aHCKOM KOJEKCE KOCHYJIHUCH U TBOPUYECKUX PAaOOTHUKOB. XOTS, 11O CJIOBaM
npejacenarens Toro xxe komurera ['ocaymsl [1aBna KpameHuHHUKOBA, HCKIIOYUTEIbHBIE aBTOPCKHE
IpaBa MepeaaHbl OT pa3pabOTYHKOB K MPOAOCEpaM, MociaeHrne OyayT 00s3aHbI BHIIJIAYUBATh
BO3HArpa)<JICHUE HEMOCPEJACTBEHHBIM H300peTaressiM mwin TBopiaM. Cymma OyJeT onpeaensiThCs
TPYJOBBIM KOHTpakTOM. Bripouem, B 3aKoHE MPUCYTCTBYET U psAJl OTpaHUYEHUH 1715 001aiaTesnelt mpas.
Tax, He OyIeT 3apeTUCTPUPOBAH U 3AIIUIICH TOBAPHBIN 3HAK, BBOSIINN OTpeOUTENS B 3a0TyKICHUE
OTHOCHUTEJIbHO TOBapa UM €ro MPOU3BOAUTEINS UM MPOTUBOPEYALINI 00I11eCTBEHHBIM HHTEPECaM,
MIPUHIIAIIAM MOPATH U TYMaHHOCTHU. Elle OTHUM JOCTAaTOYHO JTFOOOMBITHEIM HOBIIECTBOM 3aKOHA CTaJla
BO3MOXXHOCTh aBTOPOB ITOTPEOOBATh CBOM MpaBa Ha3aJl, €CJIU OHU BBIKYIIJICHBI, HO HE UCTIOIb3YIOTCS
TEKYIUM 00J1a/1aTeieM.

OXH1aJI0Ch, YTO MOMPABKU KOCHYTCSI M TAKOW CKaHJIAJIbHOW C TOYKH 3PEHUSI MHTEIJIEKTYalbHOU
cobctBenHoCTH chepsl, kKak MHTepHeT. OHAKO Mepel BTOPBIM YTEHHEM U3 CITHCKa 00BEKTOB,
3aIUIIEHHBIX aBTOPCKUM MPaBoM, JJoMeHHbIe nMeHa B CeTn ObuTH HUcKitoueHbl. Kak pacckazan «HW» r-
H KpameHuHHUKOB, 3TOT BOIIPOC «OyAeT pacCMOTPEH B OnnKaiiliee Bpems». DKCIEePThl CYMTAIOT, YTO Ha
CErOJIHALIHUN I€Hb TOPOIUTHCA C ’TUM HE CTOMT, ITOCKOJIBKY OIBITA IPAKTUKHU Y TOCYAAPCTBEHHBIX
opraHoB B 3To# cdepe HeT. Ho, HecCMOTps Ha UCKITIOYEHUE IOMEHHOM TJIaBbl, 0JJOOpEHHBIN BapuaHT
TEKCTa 3aKOHOIIPOEKTA BCE PABHO COAEPKUT MOHATHE «IOMEH». B yacTHOCTH, perucrpanns TOBApHOTO
3HaKa 3aIperaeTcs, €CliM CX0Kee Ha3BaHUE yKe 3apErUCTPUPOBAHO B KAYECTBE JJIOMEHHOI'O UMEHHU.

JloMeHHbIe UMEHa OCTaIKiCh Ha 3a00pe
JenyTaTsl 3alIMTH/IN HHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh

Buepa ["'ocayma npuHsisia BO BTOpOoM YTE€HUHM TTPOEKT uyeTBepToit uactu [ paxkaanckoro koaekca (I'K),
KOTOpasi IOJHOCTBIO MOCBSAIIEHA 3alUTE NPAB Ha Pe3y/IbTaThl MHTEIUIEKTYaIbHON JAESITEIBHOCTH.
HarmoMHuM, 94T0 3aKOHOTPOEKT OBLT MOATOTOBJICH MPE3UACHTCKON aIMUHUCTpaliei u BHECEH B Jlymy B
utose 2006 rona. CyTh: Bce JeHCTBYIOIINE HBIHE CHIEIIMATIbHBIE 3aKOHBI B c(hepe MHTEIEKTyaTIbHON
cOOCTBEHHOCTH, TaKue Kak 3akoH «O0 aBTOPCKOM IpaBe U CMEXHBIX MpaBax», «O TOBapHBIX 3HAKAX,
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3HaKax 00CIyXHBaHUS U HAMMEHOBAHUSIX MECT IPOUCXOXKACHUS TOBAPOB» U IPYrHe, OTMEHSIOTCSA U
3aMEHSIOTCS KOJIEKCOM.

Crniopsl 0 TOM, Hy’K€H WK HeT Poccun "MHTEIEKTyalIbHBIN" KOAEKC KaK TAKOBOM, HE YTUXAIOT 10 CHX
nop. Kak u criopsl 0 cofepkaHnn 3TOro JOKyMEHTA. 3aMETUM, YTO YUCJIO NOMPABOK, MPEICTABIEHHBIX KO
BTOPOMY YTEHMIO 3aKOHOIIPOEKTA, IEPEBAIINIIO 32 THICAUY.

Bosbiiie Bcero HapekaHuil CrenMaIMCTOB BbI3Baja IJiaBa mpoekTa yerBepToit yactu I'K, onpeaenstomas
npaBuJjia 3alIUThl IOMEHHBIX UMEH B CETH MHTEpHET. B yacTHOCTH, B HEM peyb 1UIa O MpU3HAHUU
00BEKTOM aBTOPCKUX IpaB (CO BCEMH BBITEKAIOIIUMHU OTCIO/Ia MOCIEACTBUSIMH) JOMEHHBIX UMEH B
Pynere.

O ToMm, 4TO TOMEHHBIM UMeHaM BooO1Ie He MecTo B ['K, 3asBisiin MHOTHE dKCTIepThl. CICIIHATHCThI
TOBOPWJIM O TOM, YTO MPAKTUKH MOJ0OHOTO KOHTPOJIS 32 TOMEHHBIMU IMEHAMH HE CYIIECTBYET HUT/IE B
Mupe. 3aKOHOAATENBbHOE Ke peryinrpoBanue PyHnera npuseneT, o MHEHHIO 3KCIIEPTOB, OO0 K
OECKOHEUHBIM CIIOpaM U KOH(MIUKTaM, TMO0 K MAaCCOBOMY IE€PEX0/1y BiIaJIeblIeB JOMEHOB B IpYTHE
30HBI 00CTY>KMBAHUS, YETO 3aKOH HE 3aIlpelaeT.

JlenyTaTsl ¢ 3TUMH JOBOJAaMH B UTOre corjacuiauck. [1o cioBaM npeaceaarens 1yMCKOro KOMUTETA 110
IrpaXXAaHCKOMY, YTOJIOBHOMY apOUTpakHOMY U MPOLECCyaTbHOMY 3aKOHOAaTenbCcTBY [1aBia
KpameHnHHUKOBa, KO BTOPOMY YTEHHUIO U3 YETBEPTON YacT [ pax1aHCKOro Kojekca Oblia UCKIIoueHa
IJ1aBa, MOCBSIICHHAS 3aKOHOJATENIbHOMY PETYIMPOBAHUIO JOMEHHBIX UMEH. B nTore qpyrux cepbe3HbIx
MOTIPABOK AEMYTaThl B IPE3UAECHTCKUN 3aKOHOIIPOEKT BHECTH TaK U HE PUCKHYJIH.

HaroMHuM: pUHATHIN BYEpa TOKYMEHT ONpEIEseT NEPEUYCHb BUA0B HHTEIJIEKTYalIbHOU JI€ATEIbHOCTH,
NOJUIeKalUX MTpaBoBOi oxpaHe. K HUM, B 4aCTHOCTH, OTHOCSITCSI IPOU3BEACHUSI HAYKH, JINTEPATYPHI U
HCKYCCTBa, CEKPEThI TPOU3BOJICTBA, H300PETEHUS, TPOMBIIIIIEHHbIE 00PAa3Ilbl U MOJIE3HbIE MOIEIH,
CEJIEKIIMOHHBIE JOCTIKEHHS, (PUpMEHHOE HaMMEHOBaHUe, porpamMmmsl Uit DBM, conep:xanue 6a3
JTAHHBIX.

CoxpaHUIIHCh B KOJIEKCE M PETIPECCUBHBIE MEPHI B OTHOIIEHUH «ITUPATOBY». Tak, 3a rpy0oe HapylieHue
UCKJIIOYMTENIbHBIX aBTOPCKUX MPaB y HapylIuTens 0yaeT KOHPUCKOBBIBATHCS 000pYAOBaHUE, yCTPOHCTBA
U MaTepuaisl. JlemyTarhl JUIIb YTOYHUIN KO BTOPOMY YTEHHUIO, YTO KOH(UCKOBAaHHBIE "000pyI0BaHHE,
YCTpONCTBA U MaTepuaibl" OyayT YHUUYTOXKAThCS "3a cueT HapymuTens'". Kpome Toro, ecnu
"M3roTOBJIEHNE, PACIPOCTPAHEHHE, NHOE HCIIOJIb30BAHNE, a TAK)KE UMIIOPT WJIM XpPAaHEHUE MAaTepHaJIbHbIX
HOCHUTEJIEH MPUBOJAT K HAPYIICHUIO UCKITFOUUTEIBHOTO IIPaBa, TO TAKKE MATEPUAIbHbIE HOCUTEIN
CUHTAIOTCSI KOHTPa(aKTHBIMHU U MO PELICHUIO Cy/1a MOAJIEKAT U3BATUIO U3 000pOTa U YHUUTOXKEHUIO".
Bnpodem, y HEKOTOpPBIX NapjJaMEeHTapueB MPE3UICHTCKUI 3aKOHOITPOEKT BCE-TAKU BBI3BAJIl COMHEHHS.
[lepBerit 3ammnpencenarens komurera ['ocaymsl o oOpasoBanuto 1 Hayke Oner CMOJIHMH 3asBUII, YTO
cuyuTaeT "BepXoM mapa3suTu3Ma' BBEJICHHE HMHCTUTYTa MyoaukaTopoB. "BoT npeacTaBeTe, 4TO KTO-TO U3
Bac IOLIEJ B apXUB U HAIlle] TaM HeusnaHHoe npousBeaeHue [lymkuna. Kak Tonbko BBl €10 U34alu, Bbl
npuobpeTaeTe Kak myOIMKaTOp BCE MpaBa Ha JI0XO/AbI OT UCIOIB30BaHuUs ATOr0 IpousBeaeHus. Hu
[TymkuH, HU ero HacJIeIHUKH, 8 IMEHHO BbI Kak ImyOiukarop", - Bo3MmyInaics aemnyTar. [1o ero cioBawm, B
Poccuu cymectByer Macca apXMBHBIX MATEPUAJIOB, KOTOPBIE 10 CUX MTOP HE PACCEKPEUYEHBI, a 3HAUHUT,
TOT, KTO OY/IET MX PacCeKpeUYnBaTh, M CTAaHET "HOBBIM MHTEJUICKTYaJIbHBIM MUJLTHApACpOM".

[IpuHATHII BO BTOPOM YTEHHMH 3aKOHOMNPOEKT MO-MIPEKHEMY BBI3BIBAET ONACEHUs U Yy 3KcnepToB. [1o
CJIOBaM IIpeJIceAaTeNs COBETA AUPEKTOPOB KoHIepHa «Cor03» Anekcanapa MeHHa, 10 CUX IOp He
OTIpeZieNIeHO BeIOMCTBO, KOTOPOE OYJeT OTBEYaTh 3a MOATOTOBKY HEOOXOIMMBIX MOJI3aKOHHBIX aKTOB.
"CyIecTByeT OMacHOCTh, YTO B pe3yJIbTaTe B OTHOIICHUH UHTEIEKTYAIbHON COOCTBEHHOCTH MBI
nonazeM B HHGOPMAIMOHHBIN BakyyM'", - MOsSICHWI OH. B pe3ynbrare, mo MHeHUIO Anlekcanapa MeHHa,
CTapble 3aKOHBI AEHCTBOBATh IEPECTAHYT, @ HOBBIM Tak U HE HAYHET.
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UNIT 6. SPAM.

Warming up

Ex.1. Discussion.

What is spam?

Do you know the ways spammers collect e-mail addresses?
How many spam letters do you receive every day?

Have you ever responded to a spam letter?

Mainstream

Ex.2. Listening.

What is the origin of the word ‘spam’?

What types of unsolicited mail are described in the podcast? How do they differ from each other?
What problems does spam create for businesses?

Find the English equivalents to the Russian words and phrases:

IIPUHSATHIN TIOBCEMECTHO

ajzipeca, HallJIeHHbIE B UHTEPHETE

HEHOBBI!, HECOPUTUHAJIbHBIN
MpeJIIecTBOBATh

CIIMCOK pacChLIKU

BE3/IECYIIUI, TOBCEMECTHBIN

IIMPOKO PacpOCTPaHEHHBIN, Pe00IIa a0t
ABTOMATUYECKU HAXKAaTh HA CCHUIKU
00XOAUTh aHTUBUPYCHBIE MPOTPAMMBI
CITUCOK JpYy3€i (KOHTAKTOB)

IPUHOPOBUTHCSA

0OeCcCMBICIIEHHBIN 1 a0COTIOTHO 0ECIONe3HbIH
BEPOATHOCTH MOIIIECHHUUYECTBA

oOparaThcs K mpobsieMe (pemarb mpoodeMy)

Write definitions for the four types of unsolicited messages described in the podcast.

Ex.3.
fill the gaps
appear build called decode designed devised gather
generate harvest led modified outlaw pass
prevent recover reported unsolicited write
spambot
A spambot is a program 1) to collect, or 2) , e-mail addresses from the
Internet in order to 3) mailing lists for sending 4) e-mail, also known as spam.
A spambot can 5) e-mail addresses from Web sites, newsgroups, special-interest group

(SIG) postings, and chat-room conversations. Because e-mail addresses have a distinctive format,
spambots are easy to 6)

A number of legislators in the U.S. are 7) to be devising laws that would 8)

the spambot. A number of programs and approaches have been 9) to foil spambots. One
such technique is known as munging, in which an e-mail address is deliberately 10) SO
that a human reader can 11) it but a spambot cannot. This has 12) to the
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evolution of sophisticated spambots that can 13) e-mail addresses from character strings
that 14) to be munged.

The term spambot is sometimes used in reference to a program 1) to 15)

spam from reaching the subscribers of an Internet service provider (ISP). Such programs are more often
16) e-mail blockers or filters. Occasionally, such a blocker may inadvertently 15)

a legitimate e-mail message from reaching a subscriber. This can be prevented by allowing each
subscriber to 17) a whitelist, or a list of specific e-mail addresses the blocker should let 18)
Ex.4

fill the gaps

antenna default legitimately unprotected
authorized equipped perpetrators variation
broadcast extends required volumes
configuring insecure source vulnerable

drive-by spamming

Drive-by spamming is a(n) of drive-by hacking in which the gain
access to a vulnerable wireless local area network (WLAN) and use that access to send huge
of spam. Using the drive-by method allows spammers to save themselves the

considerable bandwidth costs to send that many messages , and
makes it very difficult for anyone to trace the spam back to its .

A drive-by spamming incident starts with war driving: driving around seeking networks,
using a computer with a wireless Ethernet card and some kind of a(n) . A wireless LAN's
range often beyond the building housing it, and the network may

identifying information that makes access simple. Once the attacker finds a(n) e-mail
(SMTP) port, the attacker can send e-mail as easily as someone inside the building. To the mail server,
the messages appear to have come from a(n) network user.

According to a report in Geek News, 60-80% of wireless LANS are to a drive-by
attack, mostly because administrators fail to change the settings for network access
points (devices that serve as base stations in a wireless network) when the network.
Ex.5

fill the gaps with phrases
(a) a munged e-mail address, and can easily and unmistakably deduce the true e-mail address
(b) a response to a particular correspondence is desired
(c) the presence of the @ symbol
(d) an e-mail address in order to send a confirmation
(e) in this respect
(f) information so it is no longer accurate
(g) legitimate addresses belonging to third parties
(h) spambots to scour the Internet for e-mail addresses
(i) Web-based programs that build e-mail lists for spamming purposes
(j) Web sites, e-mail correspondence, chat rooms, and postings to newsgroups and special interest
groups (SIGs)
munging

Munging (pronounced (MUHN-jing or MUHN-ging) is the deliberate alteration of an e-mail address
online with the intent of making the address unusable for 1) . People who transmit unsolicited e-
mail advertisements, called spam, often use programs called 2) . Such addresses are easily
recognized because of their unique format, and because of 3)
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When munging is done, it should be in such a way that a person reading the document (as opposed to a
program scanning it) can easily tell that it is 4) . Here are four examples of the munging of
stangib@reno.com:

stangib at reno dot com

s-t-a-n-g-i-b-at-r-e-n-o-d-o-t-c-o-m

stangibNOSPAM@reno.com

My username is stangib, and the domain name is reno dot com.

Munged e-mail addresses can be useful in 5) . However, some experts advise against the
practice because it may violate the Terms of Service (TOS) of the subscriber's Internet service provider
(ISP). Munging should not be used if 6) . For example, when making an online purchase, the
seller typically asks for 7) . If the address is munged, the confirmation will not reach the
purchaser.

It is important that munged e-mail addresses not be mistaken for 8) . If an innocent person,
corporation, or institution is harmed as a result of a munged e-mail address, civil or criminal action could
result. Fake usernames or domain names are particularly dangerous 9) .

The term munging probably derives from the acronym mung (pronounced just as it looks), which stands
for "mash until no good." It may also derive from the hackers' slang term munge (pronounced MUHNYJ),
which means "to alter 10) S

Ex.6
Decide what word is missing. The first letter is provided for help as well as the number of letters in the word. (There
may be plural or verb forms)

self-sending spam

Self-sending spamisu---------- e-mail that looks like you sent it to yourself: your name a - - - - - -
on the "from" line as well as the "to" line. For example, Benjamin Googol mightr - - - - - - a message
addressed to "bengoogol@yourisp.net" thatp - - - - - - - to be from "bengoogol@superfantasticdeals.com." In
some cases (especially if you use one of the most common e-mail § - - - - - - - , such as Hotmail or Yahoo)
a message may appear to be sent from your exact e-mail address.

Self-sending spam is one version of e-mail § - - - - - - - (disguising a message's "from" address so that it
appears to be from someone other than the actual sender). The sender manually constructs a message
header with their chosen information in it. E-mail § - - - - - - - 1s often sometimes used 1 ----------- ,
for example, by someone s - - - - - - - their own address to manage their e-mail. However, s - - - - - - -
anyone other than yourself is illegal.

Senders r - - - upon two factors - curiosity and a positive emotional response - that make the r - - - - - - - -
more likely to open or even respond to a message that seems to be from someone with their name. A
recent study at McMaster University found that people respond more positively to e-mail messages sent

(at least apparently) from people with names similar ori-------- to their own. Researchers, who sent
out thousands of r------- for simple information, found that the response rate was over 10 per cent
higher for messages sent using the exact name of the r - - --- - - - as the sender. Even if only one name
matched that of ther - ------- , the response rate was higher than for messages from someone with a
different first and last name. However, as people receive more of these messages and then - - - - - - wears
off, it is unlikely that self-sending spam will continue to e - - - - - any positive response.

Ex.7

fill in the prepositions

splog

A splog (spam blog) is a fake blog created solely to promote affiliated Web sites, ... the intent of skewing
search results and artificially boosting traffic. Some splogs are written like long-winded ads ... the Web
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sites they promote; others have no original content, featuring either nonsense or content stolen ...
authentic Web sites. Splogs include huge numbers of links ... the Web sites ... question to fool Web
crawlers (programs that search the Web ... sites to index). The sploggers associate popular search
keywords ... their pages so that the splog links turn up ... blog search results and are sent out as search
subscription notifications through e-mail and RSS feeds.

Splogs have existed almost as long as blogs have, as enterprising spammers quickly realized the new
medium's potential ... exploitation. However, the attacks have become more common as attackers'
methods have become more sophisticated. Automated attacks have caused what many in the industry
referred ... as a "turning point" for splog. ... late October of 2005, a splogger used Google's blog-creation
tool, Blogger, ... conjunction ... the BlogSpot hosting service to create what Tim Bray, of Sun
Microsystems, called a "splogsplosion": hundreds, or even thousands of splogs turning up ... search
results and clogging RSS readers and e-mail inboxes.

Here's how this attack was conducted: The splogger ran a search ... blog search engines ... popular
keywords. Among those selected were the names of two prominent bloggers, Chris Pirillo and Dave
Winer. Next, using a bot to automate the process, the splogger created tens of thousands of splogs, listing
the selected keywords and publishing text taken directly ... Pirillo's and Winer's own sites, along ... the
commercial links. People searching ... the legitimate bloggers' sites and people ... search subscriptions
for RSS feeds found their results filled ... splog links.

... response to the attack and the media outcry ... its wake, Google published a list of some 13,000 splog
sub-domains. The company also implemented a type of Turing Test known as a CAPTCHA, forcing any
entity creating a blog to prove satisfactorily that it is, ... fact, a human and not a computer program.

Ex.8
fill in the articles

SMS spam

SMS spam (sometimes called cell phone spam) is any junk message delivered to ... mobile phone as ...
text messaging through ... Short Message Service (SMS). ... practice is fairly new to ... North America,
but has been common in ... Japan for ... years. In 2001-2002, ... systems at ... DoCoMo, ... country's
major service provider, were overcome by ... volume of SMS spam, causing ... users' screens to freeze
and spreading programs that caused ... phones to dial ... emergency numbers.

According to some experts, ... other parts of ... world should brace themselves for ... similar deluge. ...
others, however, point to ... several reasons why SMS spam is not likely to become as prevalent in ...
North America and ... Europe as it is in ... Japan. For ... one thing, ... text messaging itself is much
more popular in ... Japan. ... Forrester Research reported that 80% of ... Japanese mobile users use ...
text messaging, in ... contrast to just 17% in ... United States. Furthermore, it costs ... sender about
$0.08-0.12 to send ... each text message -- not prohibitive for ... most users, but too costly to make ...
mass mailings of ... spammer profitable.
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UNIT 7. PEOPLE IN SECURITY
warming up

Ex.1 Discussion
What terms to call people involved in computing do you know? Which of them can be related to the
security aspect of IT?

Mainstream

Ex.2. Reading and discussing.

Which of people described below act legally and which illegally?

Find correlations with:

hackers — crackers

black hat — white hat — grey hat

Arrange the terms denoting people in security in a scheme to show correlations among them.

hacker
Hacker is a term used by some to mean "a clever programmer" and by others, especially journalists or
their editors, to mean "someone who tries to break into computer systems."
1) Eric Raymond, compiler of The New Hacker's Dictionary, defines a hacker as a clever programmer. A
"good hack" is a clever solution to a programming problem and "hacking" is the act of doing it. Raymond
lists five possible characteristics that qualify one as a hacker, which we paraphrase here:
A person who enjoys learning details of a programming language or system
A person who enjoys actually doing the programming rather than just theorizing about it
A person capable of appreciating someone else's hacking
A person who picks up programming quickly
A person who is an expert at a particular programming language or system, as in "Unix hacker"
Raymond deprecates the use of this term for someone who attempts to crack someone else's system or
otherwise uses programming or expert knowledge to act maliciously. He prefers the term cracker for this
meaning.
2) Journalists or their editors almost universally use hacker to mean someone who attempts to break into
computer systems. Typically, this kind of hacker would be a proficient programmer or engineer with
sufficient technical knowledge to understand the weak points in a security system.

cracker
A cracker is someone who breaks into someone else's computer system, often on a network; bypasses
passwords or licenses in computer programs; or in other ways intentionally breaches computer security. A
cracker can be doing this for profit, maliciously, for some altruistic purpose or cause, or because the
challenge is there. Some breaking-and-entering has been done ostensibly to point out weaknesses in a
site's security system.
The term "cracker" is not to be confused with "hacker". Hackers generally deplore cracking. However, as
Eric Raymond, compiler of The New Hacker's Dictionary notes, some journalists ascribe break-ins to
"hackers."
A classic story of the tracking down of a cracker on the Internet who was breaking into U.S. military and
other computers is told in Clifford Stoll's The Cuckoo's Egg.

black hat
Black hat is used to describe a hacker (or, if you prefer, cracker) who breaks into a computer system or
network with malicious intent. Unlike a white hat hacker, the black hat hacker takes advantage of the
break-in, perhaps destroying files or stealing data for some future purpose. The black hat hacker may also
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make the exploit known to other hackers and/or the public without notifying the victim. This gives others
the opportunity to exploit the vulnerability before the organization is able to secure it.

The term comes from old Western movies, where heros often wore white hats and the "bad guys" wore
black hats.

white hat
White hat describes a hacker (or, if you prefer, cracker) who identifies a security weakness in a computer
system or network but, instead of taking malicious advantage of it, exposes the weakness in a way that
will allow the system's owners to fix the breach before it is can be taken advantage by others (such as
black hat hackers.) Methods of telling the owners about it range from a simple phone call through sending
an e-mail note to a Webmaster or administrator all the way to leaving an electronic "calling card" in the
system that makes it obvious that security has been breached.
While white hat hacking is a hobby for some, others provide their services for a fee. Thus, a white hat
hacker may work as a consultant or be a permanent employee on a company's payroll. A good many
white hat hackers are former black hat hackers.

The term comes from old Western movies, where heros often wore white hats and the "bad guys" wore
black hats.

gray hat
Gray hat describes a cracker (or, if you prefer, hacker) who exploits a security weakness in a computer
system or product in order to bring the weakness to the attention of the owners. Unlike a black hat, a gray
hat acts without malicious intent. The goal of a gray hat is to improve system and network security.
However, by publicizing a vulnerability, the gray hat may give other crackers the opportunity to exploit it.
This differs from the white hat who alerts system owners and vendors of a vulnerability without actually
exploiting it in public.

ethical hacker
An ethical hacker is a computer and network expert who attacks a security system on behalf of its owners,
seeking vulnerabilities that a malicious hacker could exploit. To test a security system, ethical hackers use
the same methods as their less principled counterparts, but report problems instead of taking advantage of
them. Ethical hacking is also known as penetration testing, intrusion testing, and red teaming. An ethical
hacker is sometimes called a white hat, a term that comes from old Western movies, where the "good
guy" wore a white hat and the "bad guy" wore a black hat.
One of the first examples of ethical hackers at work was in the 1970s, when the United States government
used groups of experts called red teams to hack its own computer systems. According to Ed Skoudis,
Vice President of Security Strategy for Predictive Systems' Global Integrity consulting practice, ethical
hacking has continued to grow in an otherwise lackluster IT industry, and is becoming increasingly
common outside the government and technology sectors where it began. Many large companies, such as
IBM, maintain employee teams of ethical hackers.
In a similar but distinct category, a hacktivist is more of a vigilante: detecting, sometimes reporting (and
sometimes exploiting) security vulnerabilities as a form of social activism.

hacktivism
Hacktivism is the act of hacking, or breaking into a computer system, for a politically or socially
motivated purpose. The individual who performs an act of hacktivism is said to be a hacktivist.
A hacktivist uses the same tools and techniques as a hacker, but does so in order to disrupt services and
bring attention to a political or social cause. For example, one might leave a highly visible message on the
home page of a Web site that gets a lot of traffic or which embodies a point-of-view that is being
opposed. Or one might launch a denial-of-service attack to disrupt traffic to a particular site.
A recent demonstration of hacktivism followed the death of a Chinese airman when his jet fighter
collided with a U.S. surveillance plane in April 2001. Chinese and American hacktivists from both
countries hacked Web sites and used them as "blackboards" for their statements.
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Whether hacktivism is a crime may be debated. Opponents argue that hacktivism causes damage in a
forum where there is already ample opportunity for nondisruptive free speech. Others insist that such an
act is the equivalent of a protest and is therefore protected as a form of free speech.

insider threat
An insider threat is a malicious hacker (also called a cracker or a black hat) who is an employee or officer
of a business, institution, or agency. The term can also apply to an outside person who poses as an
employee or officer by obtaining false credentials. The cracker obtains access to the computer systems or
networks of the enterprise, and then conducts activities intended to cause harm to the enterprise.
Insider threats are often disgruntled employees or ex-employees who believe that the business, institution,
or agency has "done them wrong" and feel justified in gaining revenge. The malicious activity usually
occurs in four steps or phases. First, the cracker gains entry to the system or network. Secondly, the
cracker investigates the nature of the system or network in order to learn where the vulnerable points are
and where the most damage can be caused with the least effort. Thirdly, the cracker sets up a workstation
from which the nefarious activity can be conducted. Finally, the actual destructive activity takes place.
The damage caused by an insider threat can take many forms, including the introduction of viruses,
worms, or Trojan horses; the theft of information or corporate secrets; the theft of money; the corruption
or deletion of data; the altering of data to produce inconvenience or false criminal evidence; and the theft
of the identities of specific individuals in the enterprise. Protection against the insider threat involves
measures similar to those recommended for Internet users, such as the use of multiple spyware scanning
programs, anti-virus programs, firewalls, and a rigorous data backup and archiving routine.

script kiddy
Script kiddy (sometimes spelled kiddie) is a derogative term, originated by the more sophisticated
crackers of computer security systems, for the more immature, but unfortunately often just as dangerous
exploiter of security lapses on the Internet. The typical script kiddy uses existing and frequently well-
known and easy-to-find techniques and programs or scripts to search for and exploit weaknesses in other
computers on the Internet - often randomly and with little regard or perhaps even understanding of the
potentially harmful consequences. Hackers view script kiddies with alarm and contempt since they do
nothing to advance the "art" of hacking but sometimes unleashing the wrath of authority on the entire
hacker community.
While a hacker will take pride in the quality of an attack - leaving no trace of an intrusion, for example - a
script kiddy may aim at quantity, seeing the number of attacks that can be mounted as a way to obtain
attention and notoriety. Script kiddies are sometimes portrayed in media as bored, lonely teenagers
seeking recognition from their peers.

packet monkey
On the Internet, a packet monkey is someone (see cracker, hacker, and script kiddy) who intentionally
inundates a Web site or network with data packets, resulting in a denial-of-service situation for users of
the attacked site or network. Packet monkeys typically use tools created and made available on the
Internet by hackers.
According to one writer's distinction, a packet monkey, unlike a script kiddy, leaves no clues as to who is
making the exploit, making the identity of a packet monkey more difficult to trace. In addition, a denial-
of-service attack can be launched on a wider scale than attacks performed by script kiddies, making them
more difficult to investigate.
Hackers look down on packet monkeys and often describe them as "bottom feeders." Because a packet
monkey uses tools created by others, the packet monkey has little understanding of the harm that may be
caused. Typically, packet monkey exploits are random and without any purpose other than the thrill of
making an effect.
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